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2 McKinsey&Company “Quantum Technology Monitor”, (2023. 4).
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3 TS| & ETSBANS, FAAS & D FAAE SA30 Bt MENHLD’, (2023. 5.)
4 https://www.paconsulting.com/insights/what-is-quantum-technology

5 OoJAE, “YRAIA7&0] 7E4E vl#”, TFuture Horizon+, Vol. 56. (2023E 2-33), p. 19.
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% C4ISR: A3]EA|(Command&Control), E4(Communications), 94HComputers), FX (Intelligence),
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6 I|EFEBAN, =& AHP B9 A= A7, (2022. 7. 12.), p. 120.
7 AAAE, “WAEREY 249 G EEQIGEV| o] A=, (2020. 1. 13).
8 IBM Security, “Cost of a Data Bread Report 2023: what we learned”, (Aug 1, 2023.)

9 NATO Science & Technology Organization, “Science & Technology Trends 2020-2040: Exploring the S&T
Edge,” March, 2020, p. 2.
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10 Michal Krelina, “Quantum technology for military applications,” EPJ Quantum Technology, Vol. 8, No. 24,
(2021).

11 Samsung SDS, “YAEFH O | AR Het 99, AFo] viZ PQC AghS A2k f”, (2023. 3. 15).
12 &G EBAIE, 2023 7|€9FH 7Y A& 819 A=, (2023. 9. 1))

13 https://blog.naver.com/onoffenglish24/223094125770 (A2 : 2023. 11. 1.)
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14 https://blog.naver.com/onoffenglish24/223094125770 (A2 : 2023. 11. 1.)
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» 229 2|0y Z3E 2ot F7IAAAAEUSRIFENQN) F
- O] A A4S A & okl A fA1E 919 2018| AlAIRZE =
719 ‘A AL AZEA U (The National Quantum Initiative (NQI) Act) & FH"”
% 20169 F=to] AAIHZE FARIZS "é EASERTR S 4THCE A H i r1HeR

A2 201749 2J3]9] HF =21E 7131 -, 20184 128 EHYZ tiEy2 A& ditt S Al
drgeto] A

- & W PAARE, FAEAL TN E EFshe Y AT Adoks ZR2IFOR, WY
T2 AR E AL FAAAE ot ATAE A3t AA A WE 5= A
SUSIS
% GARAT R el A& S AR FANQCOy A H AHSH Q-3 G2 §18) 271 54z 129

212 46009 A& FABHES 7747
- NQIS| A77HEHR&D) it FAtel7 &3t 3 d 6714 4 S31S 93 FA= AL 3l
% 7] 238 A9, @@ARF Y P4, @AAALS 11U 4, @R 12} AF, @7} ko
BAE 7A, ©=A Y 53 5
Lt =M SR BE e
= Sl AIS IS0 et =V HEETEC| 8H V|52 YRt |sS t1Y
- 20234 54 HiolE A= A= 71e9 P 284 BAge fR =7 Ao A

15 NATIONAL QUANTUM INITIATIVE, “THE FEDERAL SOURCE AND GATEWAY TO QUANTUM R&D ACROSS
THE U.S. GOVERNMENT”, https://www.quantum.gov/ (2018).

16 https://www.quantum.gov/wp-content/uploads/2021/12/NQI-Annual-Report-FY2022.pdf

17 https://terms.naver.com/entry.naver?docld=5883943&cid=42107&categoryld=42107
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9 5 908, 20239 1Y PG E WA, Al 95 53 W TEANL A E2IS
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» IAE AN 7|50 N BE FX
- oo FHEZATANIST)E= 202249 79, vl AL 715 Aol F4o] 5540 E Hogh
Q= ZAE PR 4S5 (Post Quantum Cryptography, PQC) €al8]& H&3} w=9]of 2k
- NIST= PQC7I& ¥4 4709] st 2|5 Aot o (22, 7), FAF 715t AtoH 54
OZRE AARE HET 4 Qe HFE QM WH(23. 8)°
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|
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5t 84 Fvre st
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18 The White House, “UNITED STATES GOVERNMENT NATIONAL STANDARDS STRATEGY FOR CRITICAL
AND EMERGING TECHNOLOGY” (April 2023)

19 olFw"H, G, BHeA-Al 5 vl Hi7]s 92 533, (2023. 8. 19.)
20 Infosecurity Magazine, “NIST Publishes Draft Post-Quantum Cryptography Standards”, (Aug 24, 2023).

21 Learn to Run, ‘NIST YRR YS 35 20 HHE” (2023. 8. 29.).
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25K2018. 11)
- FFFDOC) FAl F2 8= 7Fs/dol e AR & B 7e A AA 202 277
319} 7|4t - A7 A Al gl 29
% Hefei®l#4:, QuantumCtek 5 09 F=7]90] ZAH AL (2021. 11), &-¢ FA ol F,

Russian Quantum Cent(RQC), Moscow Institute of Physics and Technology(MIPT) 5 Ao} &
7130 AARE Etol] F74E(2022. 2)

9

=7t EXASH @B Z(Executive Order 14105)2 S5t 0= AH22| = LAt 7|2 T

2X1(2023. 8.9.)

- =59 Zijloly Wele tide R =2 Hdvle Zoket Hed 7ol d-dE(M&A),
o) L

fEs o
FAEAL, MM 52 Aldste FPPILE A3AS, davto| 29t 3 A&

=5t

E—CEI_B
¥ ST A drigle] S23 1A71E IS J3lst] ffsl v=o TZF— ol-gskaL ek wek, +
A} Ao 2235 A& GES SO 24 n|=o] otRE SH e S Qltks MA5lof 22

<= SYFRE T tFT FAL 71E T QA "E] gASAHE v=e ¢
AE ARG Ao s FAHe e oM =9 2ud gt =9 4 AAE =

PAAFE L 54 $EY PA] Bolst FITAG A1) B 013 A2, 7199 T4 34
W5 R AN AL, OB MIENY B R BA 4TS A S| ARE A BX) Aol E
SHE]

22 W& HEAE(2022), p. 132.

23 28F, S e SN £ TESHTE FAAR 8,9 ek AT, TINSS o]frE P, A458%,
(2023. 8. 21). pp. 4-5.
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- 2020 27HEI2FTS 60 5
- B 201095 H B4 A& o] HL45A0m, 2012-2017 597 PAA]
QAT 27h B0 el me 1 12-5 AEFY S AAH o2 AHH o YL

- 20164 YABAL 137 S/ 71243747 2016~20207°%) el Tyl mRAEe
o4 % SR AH, 203097HA9) Fohe 74 o) ZRAEC] FAEFEI FAEAS
3157

- R FIIEE BR7| EAIS S8 BHEY g’
- 20179 AIAZYS] 9 FA71&ATE AT 209 67497 OF 13299 SAA YL HEY
- %% 450 PRl FAS 1980WH FUHRE 2022970 H 2509 2 oL
SRt Floz 24
o] 2 INFE AT, SR PAEA Hopol 4 ml=o] B3] 5 Frsielon, Pt
A4 ok A FoHA A4 F

% 20169 A 22 AT RS 48 PABA BASRTH) S 4TA O Wi, Fwo
HHAL RN AHPAEA 714 HE?

i

24 IS AHBREAR 714 AHP 871819 237, (2022. 7. 12), p. 124.

25 Center For A New American Security(2018.09). Quantum Hegemony? China's Ambition and the Challenge to

U.S. innovation Leadership
26 HP7|EHHEAIE(2022), p. 124.
27 https://korean.cri.cn/20200616/4b453964-7d19-cf6a-373¢-2b4530ecfcc8.html
28 Y9, “FrPHE|&9 ol A%, Aol e, 6G FALE”, FINSS HFAu Yy, (2023. 2. 17)

29 https://quantumcomputingreport.com/how-much-money-has-china-already-invested-into-quantum-

technology/
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ALY FR7 PGS A B Z BRI A F SGCC) 501 71U AR $5410] S8 9l8¥
- 579 AR TAY 52 vl= YA FARMELSY Fgo] FURl S 2ufsigler, A
29] AZEYT £39'2 7HE

- 22 20| DIZI029| [ YRHEAIMHIA Sf
- WzE 71 4ol Al Lejubebl 20159 FRaket ) AL ALS AYsta 2018\WRE Zet
9 AH|AS A4 B
- 20218 Ho e Bt FAATEA AW HEIAE AHA, AA Hz20] it GRpolBEA
R3S A7

* AFOLYLMNS FHOT R, 2, 71T WAR B AUIAS ABGOR, I 5 1 1003
Yoz 3] Az BE”

= XIS A0} 010] YXIZIFE £0t0| 29| 2t Al
- 33 P leths 72 AARo] o] 1002k o4 Bk R0 S 627uE A
FEAEIL)
- elupulitls 917k o] 33 H20) PHARY DAL U FRAR-AEA A, 2030971
1,0007H| E =520] R

30 https://www.chosun.com/economy/int_economy/2021/12/16/UKGV4SUAPRE4RBPTAD2V5SEj 21/

31 https://www.chosun.com/economy/int_economy/2021/12/16/UKGV4SUAPRE4RBPTAD2V5SEJ21/

32 ZAgh “CET E& At Jspr)&: GAAE7|€”, 12023 841813] A5kt 8] i, (2023. 11. 1), p. 45.
33 214d9H2023), p. 45.
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3. EU(REAE)
7} EU AHIQ| QUXtTt} |4 £0f O|LIME|E 53

- EU QAMOIS o Rt B304 57
- EUE= 20164
PA}}71¢ Hoke] oM H 2%
- o]o] 2018l A, A, 47} B o], FAitsr|e Boke] ge] MEA AT 3
3l7] 9190 % 1097E 109 R22 A goks ‘BU A S 24) L2 e 2
% BU 9% B4 37 9p9h87] Bo(Open QKD), Y52k Hlole] $41, 249 2%
w4, 1% AHFE 5 oled 24 Al o e e Bestel AR Tl

7] 91g 221

« EU U YXIUS S Q1Z2tE F&SH= Euro QCI'Ee
- 20219 EU= /9 W 488 FAd=EA &2hs #55= Z=AE European Quantum
Communication Infrastructure(Euro QCI)°f &=

% 2027971 $HE BER S FuroQCIs 71 §41 Qxele] 4t 7ut Al AdS Eelel 99 B
712, A A A L ek, M W oUA] Al 5 e Qe g dole] A4 HEE Baw

= FA et ALE M A BA =T
- FAGZ7|2(QKD) Al2gke HARE A #/d(Bagle-1)& 2024\ AR A&, -5

BN FAY T} 7|20 AHTAE BA o8

34 ol 2|, FKISTI R&I Report: ¥AF71& 3ah-71&-4H] £4,, (2022. 3. 2), p. 30.
35 https://overseas.mofa.go.kr/de-bonn-ko/brd/m_7690/view.do?seq=1343351
36 https://www.ddaily.co.kr/page/view/2022060210452839541

37 Z/JvH2023), p. 45.
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¥ 5 YASATT gALAS- A AT EX-HE FFH(Wolf- Dleter Lukas) 3742 ded oz
2 £ A4S B R FF G 71e Ao] 6954 2 E FAY AYS wwY

- IBM A o mete o Yot g A8FYR 5 okt 1
AT} 14E B %

= (Y2 D7IYR7 |2 22 IH(UKNQT) L SRHINGIE 115

- Y™o] =2 20159 ‘FAVI&FAIHZ 20202 SHET HE 9

- OFRAIAF B AL WIAkS FA0 & 707 o]Ate] WtEU R FAE T, oF} 7]uk A7k F
e, A7, $8 5 Al A o] B

% 19 TH2E(1,622 9 9) 429 1007] o4 RAES 351 9

AoH, 7|E FAA Hot 108
231 28 R A S GAAA A AL S

= (HIERE) PR

dJ

MO

0117 |2 A40Y 7|t

—

re

T 15t
- 2020¢ A= Y@#H=9] ‘Quantum Delta NL Ae

2 719 A} 7] & ATHNAQT) S £8-%
AR Aol

d, S7IFANEAD, T S8E2°F 5 371 ==

I 9o
AE] HF

% 2027Q97HA] 200099 A+ A3} A Yol E 44, 100749 &5
Ao A& A&z H, 59~709 29 AAaTE +2 #

38
39
40

ARREANTATY, et Tl S WA G AGE ol ele] AT A, (2023, 6. 27)

BMBF, “Europiisches ‘Quantum Flagship” nimmt Fahrt auf” (2018. 10. 29.)

Quantum Delta NL &H|0]A], https://quantumdelta.nl/

| 13 |
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- 2010 NICT =& F15l7|4: 7o) 2= 201649 49 I8l |4 777 HQSTE

% A57] T817147 EAS016/ HESRIA e |4 AESlo] B, Hme] AUy Al

57|14 8417 292 g stol AT XL
- A 71 1 i EAAY S0l 2 F871eE PR &S 735k AAY AY 9 d=4E
FHEE 137 99 52 PO 4302, 4°

o] 1 o g
- B3, A= 34 11719 $4 02 FAEFAl] £ 3f 5
% EAule} NECE A9 9102 QPBEAl 7140 4% FA8H 9ov], 1% QKD A2, o
AAEFAA 59 ke A 5

- A ARAY A5 Qlol A2oME Ve & Ue FAHEFEEA, NTT-=2H-
o|FtATA 55 FA R ThFR Akt 7] g2 I7of Fof F

41 o 2)(2022), p. 30.

42 ISP HBAR, FAeIFE/IAYE AR, (2023. 7. 8), p. 12.
43 I31eH HEAIR(2023), p. 13.

44 Z7g7H2023), p. 45.

45 2/49H2023). p. 45.
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Abstract

National Security Implications
and Response Strategies of
Quantum Science and Technology

Junghyun Yoon
(Institute for National Security Strategy)

This study examines the broader national security significance of quantum science and
technology and seeks to explore macro-level responses from the diplomatic and security
perspectives. In particular, this study examines the policies and implications of major
countries surrounding quantum science and technology and suggests strategic directions
for Korea.

In order to effectively respond to the rise of quantum science and technology at the national
security level, the following actions are necessary. First, we should actively seek ways to
utilize it as a preemptive response to future new technology threats. Second, we need to
consider its strategic value in the geopolitical context of the Korean Peninsula. Third, as a
dual-use technology closely related to national security, we should seek ways to overcome
and bypass practical constraints. Fourth, communication and cooperation with allies and
friendly countries is required, centered on areas of Korea's comparative advantage. Finally,
it is necessary to continue to strengthen the foundation for mid- to long—term public—

private military cooperation from an industrial and security perspective.

Keywords: quantum science andtechnology, quantum computing, guantum communication,

quantum sensors, critical emerging technologies
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