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D &8, “2022'd S Aot - etolut A o] YR A2 e - ESiF- Al RO 7] AR, FRAI =T, A62 3%
(2022), p. 222.

2) Dwayne Winseck, “Information Operations ‘Blowback’: Communication, Propaganda and Surveillance in the Global War
on Terrorism.” International Communication Gazette (December 1, 2008).
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5) M. M. KyyepsiBblid, “Ponb WHHOPMALMOHHON COCTaBASIOWEH B cUCTEME MOAUTUKM 0OecreyeHnst HaunMoHanbHOM
Ge3onacHocTn Poccnitckoi denepaumn.” N3BecTnst POCCHIACKOTO rocyAapCTBEHHOTO NEAArorMyeckoro YyHMBepcuTeTa um.
AMN. TepueHa. 2014. N° 164, pp. 155-163; Cepreii Hukonaesny YepHbix and Hatanbsi AnekcaHaposHa 3yesa,
“VHpopMaLMOHHAA BOMHA: TPAANLMOHHbIE METOAbI, HoBble TeHaeHuMn.” Context and Reflection: Philosophy of the
World and Human Being, 6(6A) (2017), pp. 191-199.

6) NATO. “Cyberwar: does it exist?” (June 13, 2019); U535, TAtolMz ] RE 7, (AL S nt]o]), p. 56.
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8) Leonid Savin, “NATO developed new methods of cognitive warfare” Nournews, (November 14, 2021)
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10) Leonid Savin, “NATO developed new methods of cognitive warfare”, (November 14, 2021).
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11) Molander, Roger C. Andrew Riddile and Peter A. Wilson. “Strategic Information Warfare: A New Face of War.” RAND

Report, (1996).

12) Kurt Wagner, “Why Social Media Acted So Fast After Russia’s Ukraine Invasion.” Bloomberg(March 3, 2022).

13) Fef2, " Alob-¢-Atolut o] A E - 2] @71k Hel” FIFANS F o= Al 2444, Al122, (2022), p. 1.
14) Fel2. T2 Al ste|HR|E Y £rho R A o) AfolH] Aejie] Barel Ae” TAARGAT=F, A39H 12

(2021). pp. 28-64.

15) Yves—Marie Doublet, “Disinformation and electoral campaigns.” Council of Europe, (2019); Christina Nemr and Wil—
liam Gangware, Weapons of Mass Distraction: Foreign State= Sponsored Disinformation in the Digital Age, (Wash—

ington D.C.: Park Advisors, 2019).
16) https://www.ciokorea.com/news/238609
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17) &e1-2(2022), p. 1.
18) U.S. Department of Defense. “Information Operations”, (November 2014).

19) https://www.rand.org/topics/psychological-warfare.html.
20) 94, 2 Njol-9-Aetol L} A7 lste} Hu-Ale)de] 218} o7 TolZHela, (2022), A3835.
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Abstract

Evolution of Information & Psychological Warfare and response strategy

Junghyun Yoon

(Institute for National Security Strategy)

Today, information psychological warfare is a means to lead the public opinion and to lead
the battlefield to a favorable phase by neutralizing the enemy's decision-making confusion
and resistance will. In particular, the Russian-Ukrainian war in 2022 is an example of how
information and psychological warfare, a non-military activity of wartime in an advanced
digital information communication environment, acts as an effective means of attack and
defense in all-out war. In fact, the Ukrainian discourse framing and counterattack narrative
against the Russian attack played a decisive role in securing the initial premises. In addition,
it became an opportunity to clearly show the aspect of digital platform being weaponized in
cyberspace information and psychological warfare in earnest.

The purpose of this study is to examine various concepts related to information
psychological warfare, to predict future prospects and threats, and to draw implications
for the Korean situation. The evolution of information psychological warfare and cognitive
warfare will pose a new challenge to the security environment on the Korean peninsula, and

cooperation with allies and friendly countries is an indispensable factor in maintaining the
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political legitimacy and authority of the government, democratic institutions and social order.
Therefore, it is necessary to consider ways to cooperate with various actors on a multi-layered
level, such as strengthening international communication to prepare for evolving information
psychological warfare threats, expanding discussions for superiority of information resources
between Korea and the US, and expanding research base and information cooperation with

private and non-government actors.

Keywords: information warfare, psychological warfare, cognitive warfare, Russo-Ukraine war, hybrid warfare
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