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Abstract

Cybersecurity Threats, Counter Strategies and
South Korea's Cyber Strategy

Noh—soon Chang (Halla University)

Cyberspace has been facilitating the expansiveness and complexity of
national security. Under such a condition, cybersecurity threats which differ
from traditional ones can be made diversely for its strategic purposes such
as Cyber warfare, cyber coercion, cyber espionage, and supply network
dominance. The counter strategies to prevail over malicious cyber operations
are developed and applied with active cyber defense, counter cyber coercion,
cyber counterintelligence, and supply network security strategies, respectively.
Early this year, South Korea revealed the National Strategy for Cybersecurity
that is based on deterrence and prevention. But this strategy can be expected
to achieve its aims only by domestically introducing the policies and laws
that cope with cyber attacks and maintain government performance, and
internationally demonstrating its capabilities and willingness to do with allies

and partners.

Key Words: Cybersecurity, Counter Strategy, Cyber Coercion, Supply Network Security,
National Strategy for Cybersecurity
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E, Aoluekuo] gt FATY =ojo] Qo] AR 7k 77 ozl UN
GGE(GGE: Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the context of International Security)
7} iAot} 11 AR oA ot &8 7)L(OSCE: Organization for
Security and Co—operation in Europe) 2] AE]F&22] L2 A A} Alslo|dHE

7]19-(SCO: Shanghai Cooperation Organization)’7} )T},

@S]

o|-
|'J

(2) ZHE HEOIl A AtO|H QtE =2

J
r

Apoluighi s A A skt AR AGEAN B hFEL Qi 2AH &

9) S35 - AAF, o] &, p.246; Nazhi Choucri, Stuart Madnick and Jeremy Ferwerda,
“Institutional for Cyber Security: International Responses and Global Imperatives,”
Information Technology for Development Vol, 20, No. 2., (2014), p.109.

10) S35 - A4, 99 2, p.247.; Catalin—Ionut Nastasiu, “Cyber Security Strategies
in the Internet Era,” Scientific Research and Education in the Air Force NO, 2(2016)
p. 621.

1) 7147 - 5E, “UN Afo]uiehi RAEIILE wo)o] Fvlekn WAl gel” 4 - 4
B, A208 2%, (2017), p.90.
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ofoltt, EFF w7IetE, AA, AH, ARl AS|eF AT} Zro] TRkt Hof
oA AtolBietE EA7} Qs PO R HztE T 9o Alo|u]E7to] B
FUAY Folo] FAMo] PashA] hARE kbR Fofel A7t 7f2l
O HH{Z 5 AtolH 34 diifo] F5Tel whet w7HA Ao tR e

kgt =97} o] FofA|aL Qi

A A, AR T ZoFol A A=A A% (Realists” Approaches)< A
HEAE WA, bE o] iRk QlAjolth, FA|ef th4bo] Wstete e Eotstal
QbEO] HAL QHE Y Ay I dfgoletes BAA 2o HF sk Aol FA
O A (realism) FFHHoltt, &= 3714 o|n|X|(levels of analysis) 4]

] FollAl H7HE shtbel 9 A unit) 2 B, SAAXE T2 Yol A
Sl} 12) A A 2= A A A (international —system) G230l 4] =7 =1L
o, H7Hs P9 AL 2ot oljg FAFH o2 FHI7HA] =
7 SRR AASIL el HES A gt

EF, FHAFIAEL FAAA S B JHE AAT} o3t £F
dHlE A7RtE LS of7|AIZIThAL ok, H7E7F AH4lo] /EEE X]7] ] €]
A= BE 2XE FHalloF shn, o|me} Aatglo] thE 7oAl <t 1Y
o] 22 A EE AFTAE WET. A=, FATAE AR Ade 44
& ZHA FHaL ApolHFItol| A O] 7ot A= 2 ARo]HSEE HEul A
AE 7HA "ok dAolt

ApolHF 1o A FE Lo et F5-2 FAIEAA O] L2 ZHoA &
Aot AollAl, A YA 22 FAAA FARE Feoles AP
AA3te adEe] 2Hdiate] st MAT FHE Atole Ao
U139 WAAA 52 o] ¢ ARUIR 3| FAJMEAA ] =520 R HEs)
A7 o] FHiEaL glo] FAME AEkE B3t 34E ghi Roks U ESA

L

30 Mo
o Jz

-111

o

o5

12) Kenneth N, Waltz, Man, the State, and War (New York: Columbia University Press,
1959),

13) John Mearsheimer, The Tragedy of Great Power Politics (W, W, Northon & Company,
2001).
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of 7|¥hS & ARRIAIAELS Whojsfjof sk A7 A SHA H AT B A
ojt}, mlojAko]H(J, Mearsheimer)®] FA2 HAHUFO = IA YA =
=S ARY Fatol wet Ay Aoy AAELA o] WS Fall = A
AAZF A= = AATkaL o, AfolH37te] = A9, SAl, 4l
HALE 5 dARY 717HA A o] QS st e S a5kl Qv A=, =
=SS Aol s Bgato] =71 HEAILR S A 7] A

U B2 98] 91 Ao w ek nhaste] Svkekn $1do] ujsha o)

S7Iek Ao 4] Apol Bt E EFSte] SlEmelel st AAl 27)S

83 AR ofy gl FEAIAH FA]9F @5 Afo]HFF o] o5 YK
i, FE 5F BekAl ¢hal AAl, AL dgstA 715E 4= Al 8t

L qaA yolelo] Ivlehnel A ALl HT 9gS FHUTE D Aol
FAeIA FAL B 23T b 52 AslA 2] T EE A}

o4 Aolufetmet aAste] 714 I@AQ o] B §
o Apoluzlolth, Abolme] A FHL Atoluoln s =05t ZuAol
) Aol

o, Arol A o] Jig 2 g fIshAl o= of ARE-E AL Atk rol=(Nye
s o] A4 AT ApEetsial, “Atougit o] efofl A &4

SAY T dgadE S dors AtolH AePrekal 4t
2 9 A HHE 98 HEE A (non—kinetic) S 83 FAFE M|

EHA F4olu A 549 ¥4 wiAlRt Aoz A= 16 A

o
ofi
o
R
X
%)
N
-0,

10) e, “2A71Y Y9I2Re] Ao B A7} AP ol Bak vimAT: FATuPA e o
AL FAor” Bt esH; 397 55 (2005), p.271.

15) Alfred A, Jones, “Information Security: Planning for the Deluge,” The Information
Revolution and National Security Dimensions and Direction (The CSIS Press, 1996),
pp.15—-23.

16) Joseph S. Nye, “Nuclear Lessons for Cyber Security?” Strategic Studies Quarterly
5(5) (2011), p.9; i - FhQlE, “AlolmitR o] AT AL AF” "HAALA=Z,
53(3) (2013).
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olude] BARE H7h He HEh WA Ashn QAL AR, HAY

= Aol Ae] A FAE F7HY el QLT AP MFAL B Aolw A
el sk,
2 YHslel A A AB S Aols] Frbel Hgsto] Abo]n] 97| (eyber

deterrence)’ 9] 7@ WAA| 7|2 T} 20136
manual)’ B A FZOF7|GL(NATO) Absl Abo|u]Hl$]E
Cyber Defense Center of Excellence)?] 3¢ 3}of] 7]&2] ZAYH & QtoflA
Atold 3 9l Z19F ¥ ofy P& HA SR st Alxerh g
g2 Atolw FACR Qlgh wwh, Wi FIE opy|ste A
(armed attacks)’o| et =7}7F A-9](self—defense) Z-oflA] 2] of
AAISEL Qlek, @upup AR o 2Tk F X[ A 20124 Q1% Aoyt =71
oA

Hol §18)E op|8 S Qs Z7HH B X4 Ee AN S8 2}

7 2] Y (Tallinn
o
=

Al E](Cooperative

of
o 1

oo
ot

2

JZi

A AR MEfolak FFshs Ao ofye), tEAA Wi
o] FRAAE Wojo} FA] T FPAAHo] YT 75T 5= A Fh= F

A2t A 9 e) -2 grato] FAlkR AN

o F2H Zuold 3248 ARl e R wsl, A gejEe 23
7ba] Apolu Aol dulstel wola] @AIFolo] Qztet Ak Aesta et
T EAST JHEA V14 Wk Aol B71e] A wHE 30| 74
o} o] o] choysty] el SARUE 7h 2ol £ shuFel
2 45 Zo] ohUe chola HHE £88 Jhs A An, B A

17) Z4pe), TApolM okwol wylder @AM A3te] A7k (RS HWE, 2017), pp.32-33.
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= A, AAGF9A QA (Neoliberalists’ approaches)2 AFO|H L EHS

37}A] o]u]z](levels of analysis) ©4] ¥ oA A WA, F WA =22 7
I AR (SWie) 7F AR FAR s ol dAAdFA Y
Folde =715 AR P9 mdS A6t
M= F7F Hrk= A1k A7) 91t mdlo]
= Afd a4 Qs st dojdtis 712 7pgelA] FEghct 18)
Aol H QbR = FEAMA] Hoko] QY& EJFSto], AtolH o] 2AAE-E JiE A
FEC JTEY AHE wif 2 3 BE AFET FF0 R S
= Zlolth 19) EgF Afoln] FIHO] 2= o R Qsf 1Y FAZE ul=Tt 9
A 4= Qlat, Atolw] fig o] ujFAY G oA URMALS] FA7HA] gt ol ot
2t =7} 74o] g Fof Afo|HtE S St k= Zlo] WA olehs whxlolnt,
Ao F e FaL =g Zbol| o]zt F&Eshal AlolH 9ol vl
a7} -2l E= 7 AbolH FIHE &S] e wAIEE ) e
Lo 8 A7|E o] gt 200 Afo]H bR O] FA It WG =052 o]2gt
AR A TR A HAE AL Uk, HAAFS| oA AbolH] B AAE I
E5517] A =252 olegt JAolA T FASkAL Stk &8 Alold I3t
o Aol gt thA et thgt F=AS}F Betol ek Ee
UA AT, AtolH W ZP o tf-3-5H7] LRt A2 AAE THsH = Ak
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18) Andrew Moravcsik, “Taking Preferences Seriously: A Liberal Theory of International
Politics.’ Internatzona] Organization Vol, 51, No, 4(1997).

19) Zokee - A%, “eHR} vlFo| Afoulebn Aujd s Abolu @ el ehust wHo|A el vl
w” Wi‘*}ﬂﬂ mltiol; Al18d 2% (2017), p.98.

20) o, “HAFHELR Hiz ApoH] Qb ” TalolH] QFH O] A7y (A& AMS]H
2017), pp.66—67,
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oA EWsHTE2) T} WA A AolHiehn BAL FAg Arom AR
3 glont, Aolu] grbol thak FATHOIL WA BA AX ol thak ko v

okt Zlo] Abaloltt, ZH1A Apdo] Atolw] W of el 7 AboluH HF ok
(The Council of Europe Convention on Cybercrime) 9O 98 Z41¢] 30
of 7} =7pgto] H|Estl o, F=at Aotz ofof witish= Atolth,

Tk AtolH] F7tol gt 2Rdoll gk =2jott, 7|2 A 0= AtolH] F1ke] =
7oz ol gyl Ag-Uat AR FE=(information content)?} H& QI
ZH(information infrastructure)®] Agt EA|7} iFHrt, AXF-5292 -
A 2obH ApolH] F1e] a2 iRt e vt B et AGH o R
AfEA HAE ook st A A o]o] A AtolH 9] FA|A Eolrtof
gk ARQro]7] wiiott, AtolH| TR FUES 7 1F Ao AA SRl
gt o7t 4 AL obd Aojtt,

A ApolH] QEE O] RS FEst7] gk =22 1990 HE 2000 =
H7EA] <Abolw RIF o] gt %7} 1t FRA|AE vhAsHs o JFE AT =7t
A WA 7] FE ko] obd =7t of w7 FLIRb] = ehA o]0 A
vl go] akglon Atoju] WFof gt =714 FEo FEo o]eo]
Aok ARREOI7] Wil ek, Afolw W F ol Tt 7l S A
=7k 2t FEo] o]Fof F7] wZol 7HAIA S Hrh oA At FHE
9]3](Council of Europe) FE2 Alo|HHF g oFo] 2001 AT, 20044
FFE QA o7]o] B3 U oo TF mu|Yzt, U, wlat
e A9 w7bER ApdAHor Folsiglth ER, G8 =Rl AAEY
(2011,5.27-28) AUl B FFHAA 4 D Atold I3 ARE-S 913t A
75 7id(Norms of Behavior)2 &617|%= it} vl thu| &= HT 74
Zato] sl AFso|E 2] 7|7H(SCO: Shanghai Cooperation Organization)’7}
ek 20019 F=, 2Alok, ZHE AR 50 H7bE0] otk YR 9

-

o
of R

o

o

O:
O

o

21) 23ke - GWUA|, “AtolHF o] <trstet S =W Ao FHA " et A6 Al
2% (2016).



A, A, 2 dgelA dEs et st AT

[i 2] AfO|H 372 H= AlZ
= ol =7t &=, Aot S (A&|F2|H)
Atolb] ZzZtof -
20| 7 =3 x| D7
EH@ ?:Pér 3|=|—||_| OJ :'_H,'jl’ —|—,_-|O| E||X|,_ OJ
THROH) AZtSA =7IEN
QIE{Y AHEEA | CrEt OlsHEARL Aol W2 | 27t ZMo| ko e
o (Multi—stakeholder Model) (MEE 7Y, ZH7|7 5)

S 0|43, TAlO|H QHE o] ZPHRh,(ME: AISIHE, 2017), p.68.

npRjaro g Aol =0t SR AHUAEZA P (Constructivists’ &
Global Governance’s approaches)oj| 4] 9] ALO]HQIR =9o]o|t} Alo]HetH 9]
ME-2 A 49 119 Afgolgtet $4S Fe AAATYE =9 35
fjof ghrt, Abou|F-7toll Al Y91} 7k Q1419 A= 18l Ato|w{tE 7 A H
Oh= ARl 442 7 olnt. AW (Ole Waver)= “tEekE QtE o} #as ©&
o] AB|H o ® FAEL Bty oz Aolslar] ok
o] obd A&Esh= Sl et AHe] 9o s S

W I gEe] UE AnERE Hg7ekaL Qlrh 22
T3 Al Zfol| A Qb ARSI E Zholl @7l 713 FF ofw gk P 9lef
Aol 3-89 lEo R QA EE ‘A2l A Ff-(Shared idea) M4
EolA= Jidolth. &, AtolHQtR O] HHE ojugh A o] =
TAY 7ol 359 Yoz sk AMe]A e FaA AAETE
o}, ot E O A7 S ot A 27 (being secured condition) &2 ¢14]
2 FA7E o wet AR A 23 2t

2 o
o] QlErtE mulshi AEels BAIR 7HEE 2

i

ot

o M
In

o

>

o

Z3
23) w13, “*HE$ 0]%%” Z)ze] Al she] ohu: BeEAe Y w7 upeld o
g, TYAA QAL (Mg @UA, 2012), p.185,
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4§99 sl FAZ AR 0w Adsjof stk t=ejojch 20
THFOH AZAE Aolujotns FAHOR Este] F7h T AL
Yol $AE9 R &2, ol sl Hgor dudy Aojuein

o T $1% Q14T o] R7h Ei ABle] ohu wiFe] Eipste] HFHOR

A RS Glo] Auit QT WA nHt g HH AT
2 ZRdA BAE ek FARASA FLue] olAt AAs Hust
shakom YW crakio] AMHWA A BATAT o] FHAA Y
choFeE AN et Tolol A T Fol FRE W Yk EF, A
e AlgIo)A] Aabah AlRlAbEl o] M-S X84 X (self-governing) &

7Ho.% Thopg FASo] Ao Holshs AL wakch F AX Wil glo] 4
olgt FAIE0] YAHOR AAE Aol ofie} thpdk By BAE /A
WEYZAGT ddo] Yok, THEE P ALK 7] BA B
Ro| BAE AUz tifo] Hrk, AT, A AL wFFe] wHm
g okl ) - AAA ZHAAE A% (policy network), YEZ o] &L

83kl St =7iel AkRP el §A1E] Hde 2Hsto] thafet kel 3Rkt

|

24) 48, “EAAGIAITS} Ao|WShi: Afo]uBhe] Qrusie} qhte] Afo|uote 43}
o, rJourna of North Korea Studiess A|3¢¥ 2% (2017), pp.29-51,
3}

U}
H}
[e]
23k - 48, 49 2, p.102.
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=71eke] A BAE A AT 2T FoPol| IS 7I&ole FA7A
e Zlo|ct,26)

A=, AHAAY JHES RIFFOeL AFAAE FAHOE AJRIpeL A A3}
o] Hh o thekgt njA R TGelEo] =71 9l B B AA ol oldt= &
Bl & wetct, e ohefel A YAY o2 FAPEA A
ol oflet FHA HEYA FHOE JAAAE 4MEdt= Aoz j4d 5
Uk ol Rt AMUL =0 Ato]H FIto A9l ‘S RHABEA 2
F@PE o] BATH= Aol Q.

SREHEAN AL T oA Afo]BFhE 7ko] Fofdh= Aavt ofufet
Z77 P50l AAlY Aot DES 918l =7Ee ARl AREITE A2 A
&4 SAE 7o 2 AW FE S HAslsle Aof IFaATh F, AlolH ¥
Z 9% 7IRte 2 Y EHA FAdsta 220l 422 dos
ol 452 2AskaL Aol gt waiE wtethe Aol 22 v=t =
HetRE BAIE 7yt 33 FE2 SRR public—private partnerships)
7] FO 8 ML QU AfolHQER O] thAt A AtolH] FIHE AL
A= MARRD I AFG A QIEYL 71 AAE k= AI7HA] 848 F
gaflopgtttil ettt 27 o3t =252 Ao HQIE 7} SRt A
Aol ofte} ALS] g oA -8E= ARFAE Wl Frh whebA]
ARIALS] O] B o 7 A HFA] QbE O] g o ® Atold F7HE =7k h AJuf
St Ao gk vjEA oA Sttt

2000 o= m]=2] 9,11 H2] A F& AP oHA] Aro]HF1tol| A & &
&R Abolw] W F ZA| ARQte]l LA A] AL w7HA A AtolH FA T} QbE
o] EAIZ 2sto] QA8 AlAHTE EE, olHEt =95 =Y A9

NAEY

=2
g
oz
fol

¢

AE L S 85-517] AFFstRinh 20039 of2ka A, 2007

26) AAE, TeRtE FHawgol AMUA TS $g o] 237 Eu(AE: TUATH, 2006),
27) Madeline Carr, “Public—private partnerships in national cyber—security strategies,”
International Affairs Vol, 92, No.1(2016),
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of Yk 374, 2008 A|otof that Afo]H 34 FoA Afe]H F3to] A
o] sto 2 SEE7] wWiZolrh o2’ Y71 AtolH QrEel Rt 2=
A=A R S YRt =2 A

20139 UN9| ‘mAIRFE HollA AEFAEore] whdof ¥t ARde7 s
(GGE: Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the context of International
Security)’&] ZFHILAE ApolHtEo] ¥l on] = Al=How, Ae4xt
UN F3]o|lA GGES] ZHFHILAZF Y= et o] HiXs FHFA7]E0]
TAYEE A e sEoR oEEo] IAGE fFexrt 2 TsAol Wt
=7FEY EE V2R ARSI 27 di2lele o8t IAIfHANE
WkR] ka1, z}Ale] YEZF ICT(Information and Communication Technology)
= ByHoR AgSHs L 247 ol S EX| SRR PRS2 = 4
e Afolu] 7ol A Sk WeI7E 7120] AN Ag iael B 4 9w, A%
4 oY 22 By, AHTE Woh 52 s 3 Solth2)

Sefuh Afojuiekrol djat Al digk QheA ojuji ujRe FAow
Sl AT Az F2a 2AokE AR w7 AZow giuEa 9l
o v=E LR she AtolH bR e IAIgske Wl AE Aokt 7
2 Afolw RF e} 2 A okl FHe vt 1Y = HAOME F
HOR Sk HIAFA HIWA L IAIUE sl A Aol HES SAstL
JABfjof gtth= Aolth. S AT P2 APEA QL AfolH QY] Hes 59
HEY AT RE 2T AAIA o]l Fohe A Hhel, BlAAA 152

WAL o) AT Hu FAY Rl olgd FAOR AAHE AR At

2

-

28) x3he - WA, Skel &, p.8s.

29) Ao - RQIE], “Atojuotr ol AT A A" TFAGA=Fs A53H 35(2013);
Detlew Wolter, “The UN Takes a big step forward on Cybersecurity,” Arms Control
Today 43 (September 2013),

TR HO M2 AO|HOtE =o|ot Z7IRIHS| tEF2F _53



[# 3] =HEXISM AtO|HESZtE HIZtE= AlZt

e ERED xtgzol 450
o IR=Y = 2

Atold 52+S =7t ol Z=aIXQ| =7t Z2Ixo| =7t
A =7t B4 ozt 4 ALS| R e
=Alo OS5I =% AlS=TtM O|X™
HHEA D =7t 549 Chsh A7t NSFEM oY,
= M7 ootz =H 7|+ Chst =H &0

ALO|HHOIE ZF x| = yl= ] Chorst =R Atel= gl

== TX = S TX XMx| & abA

oxlﬁ J—l'o

=X M He
HelsiAbE, HEA hEAd o =AY Afoluietn H2E A3 Ajele] A

o Aol AR olo) FEE 72wt A 2clez Fgaly] i A

A Ao, kR AEA dEBOR s MEA sk AbolH F3HE] A

AQle] Aol grel g2 e FHok AAH olole FEH] AT Tt A4

o figlek nhiE A eI Qe tolrt Tt 7k Aboli FAL 9he 4= gl
Qkr Aj9lo] Afolu] Seluokil BE S7}7h golat 4 Qs Abolul FHAIA
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o
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=2
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30) BFEA| - o], “Ato|w] FA tigt h=o] QtE A o3 At LA THA] - ARA
T, A20A A3F, (2017), p.82.; 20157 H H Sl A ;(2015).
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9 RN TS 9g WE FoIUA, 1980dt) 7 BH o2 Yuss x5}
7] 918 Zolol Al sh7golut voleiz Hsh 5 Aolu 1ol AT Aol At ek
o, el AR AFE ] S Ao SR ols) F7she Atolu W
2 S AMshs AREA B (995) ARSI, AREAY ol

ofo
b
o)
o|
=2
r 2|
st
=
%)
©
©
&

2 Agste] Auat Falol that H3 L nh

2000d T o] FREAIS| ojEEel FAY Ao s) HREA 7|y
BEyo] AREI, 20033 RE FRI} o7)% WAS 5 S wo] M
7] Al#Fshgie. 30 20059 FrbAbolH bR A (E TS A1415) L
3] /POl Mk B50] AAZE TAIS} =9Ik, 2007 AR T
QP25 AAI /PR A 1 AL BHelstA s 5 20008 5
of Atolu] W} WolS $Ie FrALYel WA w5 Fraly] Aasart,

Te 2009 79 B, F871% Soll tiat HEADDoS) FHo] wAlsh
o] ZaAtoE0] Aulz o] 9 uhu] AFE7E Uhekdeh Abolu] B4 FA|7E 5

1

OR WHAWA /A Aol Bl Q1 A)3t A wetel thak THo]
obAth oledt A7 RRBEL Ey o] e A o] R Rt o

3k o] AE T, 20109 “F RS /RN W FRHRAY Pelo] B
3k B0l AlEo] YR shsto] Alol At} AM o] 27hxY
o Apoleets S RIA Y o= 73t gl

) AeMA N GBS YAE AR DUTYLLEYTUGIN ] A
A S/l Alstol FholeALE] T Aol el
ohAlE ol A-ECH (354 - ol (2017), p.8).
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olg gt o= Bt 20119 3Y 4% ‘HlEA FH T FH WA Fof
AP o] WAsEA}, AR AlolH 9 o] = 7iQtE e} A/ A Eth= ¢14] St ‘=7t
ArolH QEE tpA B El S R Ao AAMS vhelstal, Afold F7kE A
22 doger xgpste] w7k dSAAE St Eokel, '/AlL s, Al
T, 7|9 FAle] deEkukAE AAsle] 221514 ) 32) o]3 2013\ AbolH]
Aol YASAL ‘57 Al PR FANA S F7L= 7 - AYSHA FHrt. 39

2 AREE 20149 Ao E HE EA - T A|AF(C-TAS: Cyber
Threats Analysis System)Z 5310 8 TZF AL AR S} A sko] A
o[ HHEE TRl AAStA thedhe ALEE A=At =
TFeHE 2014), EJF B - T 7ol HE AtelH FA S Wojstara; g
2IEA A A8 (nSIMS: National Security and Information Management
System) = wtgstict, H5-# AbolH HeHE ZF3lshr] 918 2015\ w51 et
7191 EE et & Al skl

AtoHQt o Theh MA =2 -3 MS A EAH, I7F AFo]HetE = AL

=]
5
Ao HHEAY o|§EH U ANNE Sof B WE T FrbAfoluel

% EQl Shatolmed el
7| BA A el AT o]e} TeAste] iE o]

32) vrEA - olFZ, 9l 2, p.83.

33) ‘Ato]H|QtH FRIA 2 Apolw] QHE =S 9ol 4tf ML 4+, A3
SR HEE B9 Fodirt B, ARSEE 249, vHRe SR 5
o] &TEokE "= EH%iﬂﬁl% UP%&&";E}.

34) "EA - o] 4T, o &, p.85,

35) 20157} B E 3w A ;(2015), p.44.
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AL ST FrYRU0] ATE FRoM, Hopiy wn
o
=

Ao] Afoluloli BES 913 20049 AXE F7hAo]ulelHAlE (NCSC:
National Cyber Security Center)+= =7} Alo|¥ b A 48] Z=F35]o] Ul
aslo] £, Aolule)7] AR W, A A4 BA 2 og B 5 S

71 Qg et o, Tof Aoluehuel YRl YR Helg R
=:]
=

0

X,
N
N
w
\)j
off
-3
1o
)
o
£
_l-LJ
L
2
é
(e

o
1
°

9
i
05
iz
o
r o)
rlo

=

YRS A sho] M7 s BG4 AolAl Alarstal JHESAY 1

918t WE NS Aok Gk ) HREA

= 1
ATP(Advanced Persistent Threat) 412 &-83}0] EX 7|9 A|AH FoF
e A BAske] TASKM Glek. ole} 2 Abolu] el oY - hES ¢

o 2 GE BYINE 2 RA A, T8, 9= § A R0 YREA
Ao e MeEAAEl S S5k ik, Apolw] HebmAlE FRRED
FIHY W KT - LGUT - SKLAZ 7404 el oA - B8 5 Wakne

BAME R kel AAlska gk )

36) WEA - old%, el 2, pp.86-8T.
37) 7201537} H B 3 u A ;(2015), p.45.
38) WA - oldZ, 919 2, p.89.

TAYRISIE THOAC] Aolsors t=olet BotRIRo| thS X2t 57



fopEHAE THHe) AfolHetR B RUS FHOR ASSER o
A qlom), SAtolul AR Al AHAS dulshe] Sl Qe BRI
o] Aol Ul A Ele BHAR| T} R7kEoks QIE I AKISA) S F4
Sl7| &4 BB AT} AW Eeke WL gl

[ 4] 2009 O|F =gtz FFHE= L AO|H 54

2l Al AL 74

20093 72 120 |30 T2 HTIE 3 2872 s ClEA(DS) 22
2114 38 42 | ==l gEord s s e 2o SEAON Ciet ZHIPC S
201141 4% 22 =8 Fcle opl
20124 68 92 Sea USKELH 1
201344 38 202 F2 UBAL % T87IB AMHPC NAE 5E
201311 68 252! Mol =ormA By My =2

20101 8 ChSi R FAR M At
20144 124 15¢ gt® Z=Z-HAH = sl

20154 112 SsolelH SIS ol
o aa) o | Hok Fjolmal 3l WSALS ALSH ChSR Sef E-mail T3}
201614 724 282 OIETE LTS 5

SX: 7 - 07[el, TRisly|= o] Y S50 MER SI(SYHTE, 2016), p.61.39)

AfolHetr Hofol A $-2] ARo HA|F POz 2AloH2014W 59),
T2(20149 89), A= (20154 19), AR (20154 109), Z=(20159 109),
AR-H (20161 1), EU(2016E 69Y), A3 (20161 69Y), =A(2016H 6%),
a1=1(2016'd 69) St Alo|H g2 FoJ3E /A|stlaL, 4T 7t Atolu g E
T A Al St S 93t FElS Ewalit) 40 EF UNYHOE HHAR
7F 2F(GGE) T} =7} 7F AfoluQtE. JFREAS 5ol AR =23 g},

ghar2 201349 109 A&l A Zht HEet A7 dEEo] Hofshe A3
Zp Apolmiwlo] A F3]1E HF ST o] oo A Ato]w| Fxte] HAIFY

39) A - ol7Id. "7 & ) WA Bl =g 91 AfolH I 7] HEI(FY
#-9, 2016), p.61.
40) e5E - A, 9] =, p.1668,

58 _=7IotEet FHeF | Mi9W 22(8H745)



sjo} 2A] ol4rSol et /I8 vl =05t Abolulnel, FAek, Ab
oY, AP B FYNEE FEI AL TAYND L FoP S B4

EAZ Asto] oA QokES WES|E Seic 4
2 49 39 Hobr) F/RbR AN WAk FTbAto|Hotu e Sl
7L A2 7k 4U0) Aol w9 Hute] A TSRS WS Ao
T eju)7t zick o)ul “FrbAbol MR S Y F
oF HOpA - 1WA FThE QIAIsHI Abo|uQtie] F4lo] Fylolats A %
SR ROE S AR ISR SN I S E EAPARS IR AT RE
2) WA Z)u QLRI AN 3) Foleh W] FAAA FHOE FH 3
o 1A} 67) HIAQ, =7h B4 ek QA AT 2. Aol H A
gl wEsk 3 Aot @e U AMus A 4 Ao]muel 4K A%
719 3 5. AolHHek Ba Hak 6 Ato|oln FAEY ME)E AN
1667 AAE FAHOE 7t gtk
oleft Roktho] “SHrbAfolwebR ARy WL F7h U4 AolHoln g
s

st FH hSAAS vhastels AR Aolwoln Zatygn 4

2 TSRS T SlekRAle] Alojuekn AEBEY] o8g Asidrhs
e gl WIS 4 otk ST BT AR TAH A WS T
7b AfolHQhiL F|EAE I 7 AolHoln ABA S 5 - FH ok T
A7} b olnt, wTbAtolHgtR e S TR0 Aasly] Sl 27
Apol ek 715 AT 27} o] AlolHeRE BAT 4 g A=Se

9 =07t Wagh Agels] ieltt

-

41) §B - AT 40 2. p.255.
42) Aot F7petE A, T27lAbolHetR A2k, (A&: 20199 49).

ZRIRISHA BEoIAC] Aoluots =olot BIIRIRIO| tHS T _59



3. IF7HAY S Apoluidty ZeE 3 A

7k AtelH el diet 219 o-S2HA

obA] et AT, FAAA A Aol MRS nlek L AZke chabs)
ok WA Afolw$lRel tig Q14le] EAF Fasith @AFA Aol A 7
7 AEekEe) A Aolu] 7ol tig wol | A tREAS
oh REA] WAL AfolulFLklA Aol 7k Faat w7t SAH
Aol &S 715 AT ST M Butmet A4 e
o ApoluigAe] BASkEA Aolujstuo] digt @AF)A 9l4lo] Fag
Ajbo.m AmE|m 9Ieh 0139 3.20410lW A, 201419 B4 A,

j

lil
re
Ol
S
D)
i
o]

N

20164 uhaka|7) 5 gtol A WAE Aol E A olelo] 2014 1Y AU
Ara)7) AR Qe B+ u] 7k kR 1AL ASAT T B 5 )

ol ct,

W3 ovtel YEPL B3] 57 FAL Aol W oR 175
WA g Aol A mFe Bk el nhlAylE BRERAL Bgss
JAFAT BAAS] ANE TS PYIIL wEsct 0)F

ShedollA A 6 “AbolH ] - SRSl o] S3F E AL, U= AbelH &

K
A
ot
N
)11

of AbolHZ AT} 1L o] ARAAE Frhotuo] Azt 9
g SHZE MRS =Hoich, Aolu 32| o
sk AAR he L ol AAES vhishs] gla B Apolsl b A e 4

m{o

43) "ol ®; 2018.9.14,

60 _=7i2t=et F2k | 193 25(EH745)



) ok Atolm] QhRE AT ASE glohi, Afoluelnol AR EIS @
A Aolu A Hu| A 0 2 EFHste] £GstA] Hoth o] A Aboluleknel %
HETY FAHS 71ES AT Aol M HE AW FRLAL Apo]HoLH
HSAAE oY A 2 Aoleks eE AYIHE et
Se|ubetell A Abolmekn BAIE AEA oA dubie) BA7E A4
o). Bk Abolu $4 gk alo] AREo] ola, o] FaHel AE
Se4le] AV A4sa A A A A s
2 F7hoke] Hokr AAE L gly] wie] MABA] Zuel A 2 EA7}
g % 9l7] wRolch
ApolHgtie] gt WAZATL Hekaha) QLow AolHHahE B &
ofuje}, SH7hAfolulen BAI7L Rz AT Fuk FSAE 2
o}, @to] el Alouletrel WES T - LRl A 8ol o
A7} BarEe] pejsh glom teAA $aAe] BAE A7
oA 20054 hEHEHoR
A FEHT ks A Fash
Aol QTS 913t FEEEe] Huipo] hEHEYolets A Y 14
2(_4‘

o] AT agof tisiA e ojdo] WY 4 7] HiEolrt. LT
3

O_uE

M
2L
=
|o
fu
B
i
i)
4
30,
)

= Apolu] F7ke] Apfok A2l oo mAgo] WahElolAl okEl7] Wl Ea,
TERE Aoluioln RS IR o] gstn 9otk olo] Hjgt WEA
A zgto] RAstth AL AbolMkust AWIARE Y] A4
MRS WS 4 9l7] uhiel] AfolwEzke] WA AA7} k)
A Folct, wekd] F7ha ZpUe] Apo|metuo] that A3 WE 3
ge HEAdel avEw 9

mi‘lﬂl{o
Ei
J:if
A=
oL
2 1r

14) A, “Atolulebn S1gol Tha WAA thewe THsH=158, (2017), p.164.

ZRFRISE BRoIA] Aolsote =olot 2ItxtAO| hS T _ 61



Ao H 1B AT EUSH B 23 9l7] Wl Zo] Abo]ulHel -3
o gahe 212 347} qlof Bl

= B PP, B SHRFARI

9 BskE o] glof Afol|SIgol iRt BEE HSAAS § - WA

ES, FEFAS] W o2 AW ES = SjEaL 9l ol Higk %
2] R e AA FEol=E ekl IollA HEAARd 5 At g3t
T w7 AL ok, T o] w2 9 AT vjas) A 7EEe] W
Al S/W EEo] AR AHRET Q1A E BRES} AMglolt;, T3 Alo|H 3|
Apaze] digt AEe] st Aot @3 AESAIY ol A= AtolH 5]
Feloll gt A= 21 5 = 5T ofst Mg o® g E] QlaL, A
HEA7INEE S o A= 109 olst HH 19} Y ofs} Mg o=2 45
ol= ol ARGl vk At FAo i1 5 o] FEE, vl

52 Aol A YIEH A Hej2 Ik AFFARL FE oA 57
= 209 o5k At dinlErt 46)

O_|.4

,_L

7k Aol A Afol o] Tt FHIARE ofA] MZLsfok St} 7k A
Apol W Fell 4] Ate] o]o)S: $13) Aol W AS S gloLt, 2] A}
oW 5ol g vl - BAT 279} )%

46) 7%EH741 *}Ol‘ﬂEﬂﬂi t‘d# EH%Oil st XﬂEXq A g2, Ty AT Al
3%, (2014), 1371-1372; BFEA) - o] A%, 99| 2. p.96.

62 _ =710t el F2F | X193 25 (EH743)



U, 7R Afoluety 2 Mt mA

A=, AolulBgro] thek Af A Aol 1ol et Frbxe] QruAe
% B Aol Tl ojof Sht} Aolmetn ZotE SlsiAE $4 - AlE 23
AA o) Aol Lasteh Ao sl Sholeter AR AL Bak ofue}
A QbR 427hx) S Ea ol g S e AoluYslg dulste
Apolwerriel] st TRl Al FAAAL] Gl AFstt

WA FTHALel RS AT FHSHE B RIS 714 1ol
Apolferiel 3 Sgat Alay A2} gojo] YT Ba Aot
A Aoleighy Tl WAL TlEREAS SrbAbol v kel o]
o3 A FAEE YAl A BB Szolets Selvt Al7|H7] Yol
o} A3 AbolHehe WE A Fsto] HIAOR Aolw 9| el thH st
hdeo] HRBES SIe TAR wrREel Aelg Yot Lelw urg 4
o1& Aolth. Aol9iae] gk “SrhAtolMetR 7| EH(7HH) o] Aol
Fastey L ofn] 20144 AolH AT WS AL BT heA

A 23, W TEATS BRAoR S Aol AlFeE ek
A

=R C AN

mlo
1o
e

o

b

oft
Ol

i)

o} T Aol o] thgha BT 4 Qi AbolHehn 3
H|E 7Tk U] Afoluebe vl A A7 HA| o] Afo]etn A=S
9] 1) S-el7h glont, Atolm 9ol tia) Yokt S DrroR A A=S
9% 5D FAHRY, B SHREAR, YR AU, ARy 5o
AR50 Q1 WskA Felshs FrbAtolHen TheAIAe] SARS Eolof
o},

E3E, S7bAfolHeln pElA 2go] V)% QLA AR Ay Tl A Ag T
AEsto] b BN Aol Bad Aolch AlolM AT SIsE A7k}

R
é
X
1o

ol

ok

A7) "R, 2015.8.18. 1 HEA] - o]4E, 919 2, pp.99-100.

TR HHOIML| AtO|H Ot =o|t =I7HAtHS| tEH2f _63



=83 Sk Alofe dolAMr] diwel 271 tisAlRke BAks e Ao] vl
S8t mEhA & HE| wEk Aol S A AEE 2L AR A AE]
(B ZZ(DEFCON) I} =7}7|READ HE A A 2| Al A/ (sl ek FHEFA
ZIREAI) 3 LA A = ooF gt

A 7PAPOIH PR - tio2 AR PAf mVRde SHeR
U sl HE Atk AR, S5 Tdske AfelHHdel dis
st w7HAbd Y] AfolHQtE e dls Ve Adelelal dd FAeke] 1Y
o AE g viwde FHo] Basitt o9} A Aol SAAAIE
Hop a&2 02 HGu|shal Afo|Hpil g2 d oA AT 5ol F 53
of & Zloltt. o]& ffsf ¥V EE HZE AE7F fdo] &A= Afoly
ZA AW B3 oA ufelsjor 3F Aolth

Ao QI o) Ao} =ofet =414 deo] Fasitt T HHEFAY
WA S=dEskE N b =7 3 S Aol AvE Batsi Al AL 9EA
= SEAL Q. AtewQtEe] 4o 2 Qs AE =7 YA LR diso]
=7Fsstal F=, AE g7k dasit, oY dd2 F8 =Y =
AlEA A QPR A| 2 AbolH o] AZE 7] AT, a2 T =2
= g Qlzekel Al B8-S Sote] AFA=ET AR AfolHEA
o] 2AE ] e JRES Fofo 4hjlo] FAA AL, dHiA o2 Afo]H ¢
ol =EE A7} Ak B3 -] FRe F7MAPolH QR iAoz vl
A, ARG A HSAAE 7L Qe AR A ojEe] &8t
UTE.48) ol2|qt AfolH SR g S JHAE] A= =AIA AbolwtE
I Feoll Sxete] T E Afo|HAE v Ayt fSAHAE =2 - =5
of & Zloltt. & 7Pl tE AR S A A i FH o FAF - TR} -
CHAHE] =9l ofsto] tiuie] ks stal di57lEs vhedsior & Zlo]
o =8 S S TRl st AolHEite] HekE =ofsfof g,

=

18) A4 - A7FE, Lo 2, pp.112-113,

64 _=7I2tEeL FEF | 193 25(EH743)



2 A= 20009 ] Sojek 22 Aol ol tg5}7] 917t ArelHet
H SYAAE vhis] AN, RIZERe] AfolH R FE 2 AgtAolete Ay
7} ZFster. 20099 ST = AE UG A (oA S| (CERT) 0] =1 9]
AtolH s ARIL oS- AR, BAAE S Bl skl 27
BEAAE gt Wk

F71AAA 7| et vIZhEof At sjAfaL o 9 oig-
HEe AL Sl wEbA 2] AR ATHEEE ZSshs o
g-5517] il olsl FARES] Fofol e Bl Ao|HAEE osta
oA A2|soF & Aol
4T ARGA 0 WAL AfolHtie] gt SwlSe] Fefet Q1]
Fasth Aol ol tigt &3k Ade FRsARE, ool gt oo
Hrp S83F AReto]7] ol R0 Futo v RISt dng AHet =
o A2 o7k stk At Asyol tigt Aoz HYHIFfF AL
OB Ao EMN A LT HFHI} Aol FA o Hojs S ¥
Atk 53] AbolHEF HE7E FAE FMA Alweb), A2H,

9= 317 L w FF Aol BY 4715 FAAY 4 Y ARIF

o
o
N
_o|£
rir
é
)
It
A
AN
=
x0
T
ol
B
rEl
e 4>
o,

]
A
e}
T
=
=

-

=
i

=]

=

ol

o
el

v}

4 =

2]
AN =
7 =l

Gl ZF7E 8 A (big picture)’ & IoF & Aot
whebA] ol2fet = 7kel RIZkAb o] HEl S flsliA= 7oA Abol QbR
£ fI2 7/ d 2 (governance) F o] Hasft, Afo|H FFko A FA 2 o
ST FedaAgel sl v dH 2N A vgan B3 7

b

whol Atolwetrel F7k 4 Ay

e

o

A, AEA o] ‘AMdL Fawolatal @ 4= ok AR At
A RIALS] 9] BEH-2 A&7 F | (self-governing) & L0 2 Thofgh A E0]

Ao ofste AME L g2 Aol FAIEC] AR A EE oty



T2 BAE T HEYI NS dAEY e $A

uj5e] 79 Abolulelne] AuYAH MWL BESH ek v]FHL 2013
Z ZR7]MPAA] 3 Aol g2 o] MASA bl @R Afo]ulel
2 Aeke] A u|xto]A] WA W (Excutive Order, EO) 1363659} & 27|

X (Presidential Policy Directive) 2135 3%} —=d|, FPAHH 136365 =

SfA == 5D 2015
= YH P 1369155 Wxsr9 L, 20159 129 W Alo|HHFE ¥
Sl= Alo| B K QFH (Cybersecurity Act of 2015)0] F1t%]
tol BAEZ[FAA 53 Aot XA A9 T
o] g MAS sk MAEN L vk E Gl 52
o[ A AtolH Y o]F HTFALOIHQEE g Hqte] Qlof ml=r Y R= A
oM AS AstA At W HEEFF AAE Ate|HtE AEHA
Yoz FSHHA 93] UAMS ST APo|HUE AMUAE AESS = 3
UTH Y =S ARE AR e® dRbE el
APOlH QT tSANAS fFAISEAL RUaL, of - oFF 2] Afo|H 91F Q| QFHI} =5
of tigt oA AtolE F3]A Zstar o MEAIAYS 53 AF|HE AW
5ol TAE Hola ot wEhA 92 AR = FF Alo|HAMH L F50
AA S o]l w3k FolE Foll A=A Abo| HAHEAA S uhe ]
ofgl Zl o2 Fr} mpA|utom Alo|HA-E thH|E FFAREOF Ao ¥ 5 e

FR Aelolth 59 Afo| AL Aot 1 2H Al YW OoT WAL 9]

[\ o X

2 o

2 Ay

E—F fo

T

o

fllo

Hel

i

ol
um
[\
i,
rIj
)
4o
M
i)
>
e
z
o
El
o
t
of
Jo
e
iy
o)
filo
A

re
oL
ox

rlr
2
H1
2
o
N
f
o
=)
r
ol
i)
k]

50) FAE - ST, T UGS 9% A 22 Avds0) il g ns R
ool AR A Q] HTS FAoR” INAXGATF=F 36(1), (2018), p.188,

51) &3t - W, Y &, pp.105.; F2A - ALY, “ula eupup JE 27]9] AfolH{H b
743} A A Internet & Security Focus”, (Br=Qe|UlZSATLY: 2014),

52) Zshe: - A%, 919 2, pp.105-106,

53) 2ARE Aol uelield 23S 93] AAFo] I Ao BS WEelA] HojES

66 _=7I0tEol F2F | X10E 25(ER743)



o, 530 AfolH QI Mut ofy e}, Alol] FATA = N, A, FE7|H,
A el o] theksty] wiiZol =7k pof A AbolwFA o thgh QbR
F7IAAL} 72l e ol Fo35lch Ato]H|QEHEL7| 9} AtoluRl T A A <+
o] gt Ao}, Alo|HFR7I} tf-Z3A|AI7F HAXE A-5SHES Al(Artificial
Intelligence) = 83t Afo|HF4 - Who] A7} sk W 719 AI}E o|Fof
of afal, et ICT7|&9] WA} Ato]H-3-§ W99 o] whE Tot(Internet
of Things), Al, Drone 5-& 83t W&d 7|a/id A& g =243 214
o] 2| ¢E|ofof gtrt 54)

ApolH F7re] 2F7MI A9l B uo] B A o]) FE
Apol W F7ke] Atold 3173, Abolwl B, Aolu| WA F}
5 200 BASo] =oluo] gtk AR Eo] WA uke} 3
e AEA ohn AWM QZkeh AP oR s, 20004 o
W SIEL FAGLHY Fa o]tz BASHA Wtk M= FHEA
& Qb 91718 2Aska 9, olof thak ek 3] 913
915k A7k WA Qlek. oi7]o] AP WA Abo] R
A3} 7 ook A et

whebd HAe AREA W AL RS R 9715 2SI YL,

7} oA e] Aol el ol Aeke BEalA selE|ojof Bk, slA T o

lo
H
2
i)
_I[N'
:4_

O ot 1o
N ooE
il
2 o
F{E rkg{t‘
o
flo
=

stAY AT et s Haste | *Poltﬂt‘*i(Passwe Cyber

Defense) ”‘ AL M A FA 7} o] g8t Q= FQ] Afo tﬂ 2 AdE MESHL Y=
5ol J%H%E 23k 5 ArolBlF A thet sF o J Aoz Aestes H24

AFolH ‘E‘*i(Actwe Cyber Defense)’ £} &7 Ato|¥ 34 12—74] S MESE F olof g HH

ot & TS 7ok Al E A5 S gReof T X Hata rHERAE, wa*ﬂ

) j?xﬂﬁ Xl a3, Atolw Fu|F AT} %7P°FEJ (MZosta &3, 2016),

pp.513-517,

54) 5@ - B, kel 2, p 1671,

IHEXIEHE ZHEO|IAMS| ALO|HOHE =0|9t ZTXIRIO| H2MEF _ 67



wajethel 410 Abolwehi e A3 Hele] AREE Afer A of

ofF A2 At g2 g2 A2, PR SAS 2ds7]| w2l AtolH
S A dEAE] F82 o flem ANl ARef o] floF 2k

S shAlol A Aol 7ol Thet AASH AT AR Fale] BEH] 9
of, o] 27 Zwo| Ao|Hehn Av} Wash Afolc), Rk, Apoleluis 1
SAAF ThoFel Bobg ekl A om e olrk, Afolujgkris Aelz}
Ab8l, S7be masie) Aol Aol hulshs A gkt AQle] Fun
59} AA ool mEsks NWA HA PN EBshn glon], 7|44
Hofol A ¥ A=A Hoprhx] 1 dAgefelo] wrhsich dejnz Aol AT
o | 2k 3 AT WAl

w2\ 5EE] Aol otn T goto R Aolu] B7ke] 7k £
Bolole FET 4 Glofok s, A4EH FAZ B3 Ato| 9IS uolof 3
ths f=ojolt}, ofelat Mke ZEMANUA Te] AFA Helow, AL
o] F7ko] FAIFHI FAU L WEolof Brh YRE FEaof Tt o]
23k Abol M Exbe] AHfAe A Fobth Ik Al A WIS *H7bAfe]H]
QHEA A E HIE Aol ERbe] QhAe mAgste] Syl mET} QhAlstaL

ool

ApolB] BIHE AR FA FRIE H T OYES I ULk AL FAT AR
CERVEL SR
=]

= o
=& 9 AR

rr
Az
e
|o
fu
Ay
ox
it
rr
ol
o4
N
r
1o
>
o
I
ofd
i)
=)
=
oL
ol
ol
oY

7h%) TRt Abo] W e 2]

ZAAA Gulok AR, 7140 hSSeAS FAA Sieh e A8 -

mlm
Olt
ok
32
iu)
o
2
u)
ok
ol
9
o
1)
:?i:,
1o

ri
o

=)
~N
)
)

68 _=7I2=Eet FE | M19T 25 (SH743)



Apo] B b S Afgolct, = Aol A shol thak chAIA 7}
Bsteof glof 27t A=Be o] o5t 240l A7 ST, Abo]H U3

L ulzk AR}

2
ok
=
3o,
2
o
4z
olN
jabad
1o
Fo
o
o
fu
ro
ol
rEl
r:i
Hu
i)
1o
o
t
%

whebA] AfolHiohi MO 2 Flue] oS B AtolHoh WEAA
o] A F3tehEe], F7bATolulok gk AR, Afoluletne] Fa4E A4}
1 9B AT B FEA hSAALS wSolo o] ujRolc), T4l
WU 7163 S GYAT)7] elAE Abolu MBS At ol o
3 A A|o] Frslofof Tk, S, oful g HLolE Aol|etit
22 ol Hlo] Acle] LetoluAlE HaBAL Alol M B A4HE A
SIA L oF Elek Afolwobiel] Tt vl - Tho] @} ofs)vt aste TERE
BIQHR R O] B3A v At AESE9)7L s o]of Stk A W - A=
5 E3to] Afoluoln AWUAS THsof Tt Abo|kriz Aolu]
74e] 7 FAZo| At AEo|olS HET 4 glojof shul, A&H BAZ B
s Afol 9@ S Wolshe XaFHS Holof 517] o]t
7ok gt vk OR FRE 1T 7%

u}%gi E?_]'/}}_OJ _%401:;994 LA o

T 171 71—

i)

Mo ¢

Boratefof ohat wvhA A
I S upHefof st} Alo|wtEE I3t AV A 1 AF Y-S FalA
g EuE = 9l7] wiEolo)

vroprh ArolEiebiel Ak AHEN AP o] HFH 02 Fofste] Aol
37 £715-S SgiA| T, AtolH QIR dat w41 FEUe AEe

FRIFRISHA BHIMO| Aoluots =olot 2IIRIRIC| HS T _ 69



Lol & Aoltk, WA =S FYAAE Ve R A A Apo]H QR
A% et sttt Zeni 243 350 A S 59 ARA A
g Bl =AA AtolwtE A et 7hed Zolth gt vt
=’ (bridge state) 2= A9] o|Fla Zrar QU 7iQl, WIXt7|Y], =A71+ 59
cheFet 91 Frolshs ThAl BARRSS A SR 8ol At YHAEA
H QR RSt FAof QlojA =

A4 Gl AolH|oluL wto] A A ook Fitk, =, Ao]ughn I EEERY)

2 qlghe] Aol ke AL o] S e ojof T A
ofch WA AEA Svlo] qE Fbatol w4 0] BEW EHOR of
FolA glof A=A ol Atk ol AAHL gk, 5, 92 el A
ok AAl L ABA ohuel Adekel A et AASte] Tl Eojof 3 oltt

70 _=71otHel FEF | M193 25(EH743)



ZAR, CRfol] qhmo] IAbek: A AISte] A7y, A AFEIEE, 2017,

uFelS] 9. TEEMARY] Q1A AlEr FHUAL 2012,

WodE TFEHE PHAAY HOEA| FHobd Hd WHAT. ZhAbY 74}
AL, 2015,

ol ANk - 718A) - oA, TRIIokuLO] o] 2T} AR Mg ©F, 201,
"ghkE BEGe] Auya 15 9T 024 5, AL FAAT
2] 2006,

A7l - ol7|b. mely|&] WA Here] A=e 9% Aolu i@} el

A, -, AbolH AH| P AT 7R, M

okt FARQR A TR bAfoluek AR, | Ao, 20199 49,

Jones, Alfred A, “Information Security: Planning for the Deluge” The
Information Revolution and National Security Dimensions and
Direction, 15—23., The CSIS Press, 1996,

Mearsheimer, John J., The Tragedy of Great Power Politics, W W,
Northon & Company, 2001,

Waltz, Kenneth N,, Man, the State, and War, New York:. Columbia
University Press, 1959,

Obama, Barack, Remarks by the President on securing our nation’s cyber

Infrastructure’, Washington DC: The White House, 29 May 2009,

IHERISA HHO M2 AO|HRUE =22t F7IRIHES| ST _71



ok

* Z9tE. 2017, “UN Ato]HQtH FRAEZTF =22 71etE 4
A e YA - R A A20¢8 A%, pp.87-122,
s HPT-, 2017, “AtolHjEQE HMETE S fIFt A T A HgAlE)
3|=12]; 21(6) pp.1137-1142,
CAbolH SRR Q1 ol gt WAIA of-§HeE T Ek=a1, A58 (2017),
pp.145-177,
“ZAAFTAINL; Aol QEE: Afo]HF7Ho] QHE B} Jh=t o] AfolH
ote 733} Heh” TJournal of North Korea Studiessy A|3H 2%
(2017), pp.29-51,
colgE, “AtolH] FA ol gk g o] QtR A of-ZA ALt A" T
A - AEAGL A204 A3Z (2017), pp.79-114,
- A “AtolHQEE AlA! AWEA Ao EAeF = TetAg A
QuAF=Fy A|38H A2E (2017), pp.237-270.

7L, “ula eupal HR 97]9] Aol H ot 713} A FInternet &
Security Focusy(3r=rQlE Ul A S A1 2014),
2= Rk Atolw A Ao B WA AR
Ao Mg TR TR, A9l AT (2005),
pp. 263-281,
- QIR “Afoluidhi o] I At AR "HAYA =y Ap3H ABT
(2013) pp.579-618,
- EE = n]=ro] AbolHQEE A Ao H 91 o] QFHSE T
o A2l vl TP HALS|}F ujt]oly A18H A28 (2017), pp.97-120.
C A cafolwF el et siel FRW Avdso] GHAP R AL
o} vitjol; A17E A23E (2016), pp.77-98,

A - TS “S7h Aol MRS 918k A AT AR E AR R

72 _Z71tEet FEF | H19H 25(ERH74%5)



Ay A21HE A9Z (2017), pp.1666—1673.
Carr, Madeline, “Public—private partnerships in national cyber—security
strategies,” International Affairs Vol, 92, No, 1 (2016),
Choucri, Nazhi,, ed, “Institutional for Cyber Security: International
Responses and Global Imperatives,” Information Technology for
Development Vol, 20, No, 2 (2014),

Hansen, L., & Nissenbaum, H, “Digital disaster, cyber security, and the
Copenhagen School”, International Studies Quarterly, Vol, 53
No. 4 (2009),

Moravesik, Andrew, “Taking Preferences Seriously: A Liberal Theory of
International Politics,” InternationalOrganization Vol, 51, No, 4 (1997).

Nye, Joseph S, “Nuclear Lessons for Cyber Security?” Strategic Studies
Quarterly Vol, 5, No. 5 (2011).

Wolter, Detlew, “The UN Takes a big step forward on Cybersecurity,”
Arms Control Today 43 (September 2013).

3. 7|e R =

SR, TR R (E3) S A PR 78T, 2018.8.9.
P2 =7t AfolHQtE FA R o w2 Alo|H QH=TE A thA”
"HEA R (HESA AT}, 2014,11.17.
W49, AR, =7F AlojuitE npAE SN £ TREAR(WEYA
A=)y, 2011.8.8,

q
X

SAIR, . 2014.12.20.

’

=

’

SUUHE,, 2018.9.14,
Z

=
HAFA =

2015.8.18,

’

https://wwwl, president.go kr/articles/5893(FHAMYU: 2019, 5. 1)

IRIFRISHR BHOIMO| Ao|mots =olot Bytxteiol tHS 2 _73



Abstract

Cybersecurity Debates from International
Relations’ Perspectives and National
Cybersecurity Strategies

HONG Sukhoon (Korea Institute for National Unification)

Cyber threats are spreading not only to individual units but also to national
units. The development of science and technology and the expansion of the
cyber domain are increasing threats of personal property rights infringement
and information leakage while creating mutual benefits in a wide range of
fields. Above all, the threat of cyberspace from a national security
perspective calls for a new level of response.

Korea is known to have a high level of international competitiveness based
on its IT technology. However, cyber threats at the national level are
increasing due to expansion of cyberspace, accessibility, security vulnerability,
and uncertainty of actors. Recently, the announcement of the ‘National
Cybersecurity Strategy’ from the National Security Office of the Cheong Wa
Dae has been reemphasizing the importance of cybersecurity. Therefore, this
paper would try to examine the security threats of the cyber space evolving
at the national level and our cyber security strategies. In addition, this paper
tries to discuss national countermeasures to prevent cyber threats in an

integrated and effective manner.
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23) Xuetong Yan, Ancient Chinese Thought, Modern Chinese Power (Princeton:
Princeton University Press, 2011), pp.252—259,
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26) Alexander Wendt, “Anarchy Is What States Make of It: The Social Construction of
Power Politics,” International Organization, Vol, 46, No. 2 (Spring 1992), pp
391-425,

27) Alexander Wendt, “The Agent—Structure Problem in International Relations,”
International Organization, Vol, 41, No, 3 (Summer 1987), pp.335—-370.
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29) AW F A, =od o, "HIAA (A& Z, 2010).

30) Ban Wang, “The Moral Vision of Kang Youwei’s Book of the Great Community,” in
Ban Wang, ed., Chinese Visions of World Order. Tianxia, Culture and World Politics
(Durham: Duke University Press, 2017).

31) Prasenjit Duara, “The Chinese World Order and Planetary Sustainability,” in Ban
Wang, ed., Chinese Visions of World Order. Tianxia, Culture and World Politics
(Durham: Duke University Press, 2017).

32) Daniel Bell, “Realizing Tianxia: Traditional Values and China’s Foreign Policy,” in
Ban Wang, ed., Chinese Visions of World Order. Tianxia, Culture and World Politics
(Durham: Duke University Press, 2017).
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33) Chun Lin, “China’s Lost World of Internationalism,” in Ban Wang, ed., Chinese
Visions of World Order. Tianxia, Culture and World Politics (Durham: Duke
University Press, 2017).

34) AAA, “n] - % WEzolo] BT} 2 P WAopET} A e] 29 TRrlAet,
Al194d, 7\1]3§ (2013 712), p.15.

35) Chishen Chang, Kuan—Hsing Chen, “Tracking Tianxia: On Intellectual Self—
Positioning,” in Ban Wang, ed., Chinese Visions of World Order. Tianxia, Culture
and World Politics (Durham: Duke University Press, 2017),
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7} AME QT http://www,.cnki com,cn/index htm(ZAMY: 2018, 7. 26)
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37) TP, “HUR ‘—H B BEMRABNAR,” "ERRAFIFCs, ALS (2015), pp.54-64;
EWH, B, BR—E RIS ERG SRR, (A TSE, A45 (2015),
pp.39-48; HER. “—H—B5 BN FFE SRKERARIERRME,” FHEHR:, 25
(2015), pp.15-34.
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38) Jonathan Hillman, “China’s Belt and Road Initiative: Five Years Later”, https://www,
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39) John Hurley, et al., Examining the Debt Implications of the Belt and Road Initiative
from a Policy Perspective (Washington D, C,: Center for Global Development, 2018),
pp.10-18,
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40) Jeremy Garlick, “Deconstructing the China—Pakistan Economic Corridor: Pipe
Dreams Versus Geopolitical Realities,” Journal of Contemporary China, Vol, 27, No,
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Abdur Rehman Shah, “China’s Belt and Road Initiative: The Way to the Modern Silk
Road and the Perils of Overdependence,” Asian Survey, Vol, 59, No, 3 (May/June
2019), pp.407-428,

41) Mohd Aminul Karim, Islam Faria, “Bangladesh—China—India—Myanmar(BCIM)
Economic Corridor: Challenges and Prospects,” Korean Journal of Defense Analysis,
Vol, 30, No, 2 (June 2018), pp.283-302,

42) Jeffrey Reeves, “China’s Silk Road Economic Belt Initiative: Network and Influence
Formation in Central Asia,” Journal of Contemporary China, Vol, 27, No, 112
(February 2018), pp.502—518,
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45) Harry Harding, “The Study of Chinese Politics: Toward a Third Generation of
Scholarship,” World Politics, Vol, 36, No. 2 (January 1984), pp.284—-307; Lucian
Pye, “The Confrontation between Discipline and Area Studies,” in Lucian Pye, ed,,
Political Science and Area Studies. Rivals or Partners? (Bloomington: Indiana
University Press, 1975), pp.3—22,
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Abstract

The Rise and Future Prospect of ‘International
Relations Theories with Chinese Characteristics’

Ham, Myungsik (Jilin University)

Contemporary dominant international relations theories consider the rise of
China a threat to current international order. As a response, China has
struggled to create new “international relations theories with Chinese
characteristics”. The primary goal of the project is to reduce the China threat
concern and to provide legitimacy to its emergence. This article attempts to
explore why China needs China-centered international relations theories, how
it has developed the theories, and what features they include. In addition, the
paper investigates the feasibility of the theory by finding out a linkage between
Chinese foreign policy in practice and its substantial implications for Chinese
efforts to construct new theories. Findings are as follows: first, Chinese foreign
policy has been more aggressive, showing that the prediction of realism is more
likely; and second, Chinese theory-building process and foreign policy in
practice are conflicting and it provides a hard task for Chinese academia to

construct international relations theories with Chinese characteristics.

Key Words: China, International Relations Theories with Chinese Characteristics,
Western International Relations Theories, All under Heaven, Belt

and Road Initiative
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29) Bush, George W, OPJ 2 pp.250—253, Flyn, Matthew J,, 9-2A & <Fo] A pp.311—
315,
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30) Dale, Catherine, 2] @ pp.10—18, Fontenot, Gregory, Degen, E, J. and Tohn, David,
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31) ¥k, ko] A pp.99-140. Fontenot, Gregory, Degen, E, J. and Tohn, David, &9}
A, pp.85-141,

82) 0l@L 2017 AlZlob S5t B4 Ae] vk FAH WAL Folsha 9lx) ghow,
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33) The Telegraph, “Assad bears full responsibility’: how the world reacted to Donald
Trump’s missile strike on Syria,” 7 April 2017, CNN, “A dangerous choice looms for
Trump on North Korea,” 8 Dec, 2017,
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34) New York Daily News, “Majority of Americans support Trump’s Syria missile strike:
poll,” 10 April 2017,

35) BBC, “Syria war: World reaction to US missile attack,” 7 April 2017,

36) CNN, “Trump launches military strike against Syria,” 7 April 2017,

37) The New York Times, “U.S., Britain and France Strike Syria Over Suspected
Chemical Weapons Attack,” 13 April 2018,
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Abstract

A Study on the Actual Effect of 2017 Preemptive
Attack Threat to North Korea by Trump

Administration in Comparison to the Past Cases
of US Military Attack

Park, Chang Kwoun (Korea Institute for Defense Analyses)

It was widely perceived that President Trump would choose preemptive
attack option in 2017 to enforce North Korea give up its nuclear program.
President Trump carried out maximum pressure strategy and at the same time
escalated the overt threat of preemptive attack on North Korea. ‘War of
Words’ between Trump and Kim practically enhanced such a possibility.
General Brooks, the Commander of US Forces in Korea at the time,
mentioned recently that the US actually considered military option on North
Korea in 2017. Nevertheless, it was questionable that North Korea perceived
US threat on preemptive attack as a real one. In fact, North Korea
aggressively responded to the Trump’s threat without showing much fear on
the coming military attack. Also, South Korea which could get affected
severly by the US military action remained relatively calm under the tense
situation. This paper is to evaluate the actual effect of President Trump’s
preemptive attack threat to North Korea with major factors which the US
considers most importantly in calculating military attack. In addition, it

examined and draw implication from the previous cases of US military attack
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overseas toward 2017 North Korea situation.

Key Words: U.S. preemptive attack, military options, North Korea nuclear

program
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