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The Logic of Alliance Survival in the Transitional
International Order:
The Converging Mechanism of
Institutionalization and Leverages for the
ROK-U_.S, Alliance Modernization

BAN Kil Joo (Korea National Diplomatic Academy)

As international order is transitional and the second Trump administration
revises a conventional formula of alliances, alliance risk management draws
attention, rather than alliance cohesion. Despite these challenges, in 2025, the
ROK-U.S. alliance has completed its basic design in a relatively stable way.
What drove the ROK-U.S. alliance to this achievement? Institutionalization
and South Korea's leverage assets, taken together, served as a sufficient
condition for the agreement of the ROK-U.S. alliance modernization, These
two drivers, institutionalization and assets, still matter for the follow-up tasks
of the alliance modernization. With this in mind, South Korea needs to put
more emphasis on addressing a gap of perspectives between the two allies
and, by doing so, harmonizing their inherent goals. Moreover, South Korea
needs to design multi-layered diplomatic and security initiative based on 1)
self-help, 2) alliance, and 3) solidarity in an effort to maximize the effects

of leverage assets.
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A Strategic Analysis of the Operational
Mechanisms of Russian Hybrid Warfare in the
Georgia Conflict

Jinil Oh (Ph.D, Candidate, Joint Forces Military University)
Byungwook Choi (Professor, Department of National Security Studies,

Sangmyung University; Corresponding Author)

This study analyzes the operational mechanism of Russian hybrid warfare
in the 2008 Georgia conflict by applying the strategic triad of goals-means—
ways as an analytical framework. In the Georgia conflict, Russia's strategic
objective was to prevent Georgia's accession to U and to preserve its
traditional sphere of influence in the South Caucasus. To achieve this
objective, Russia pursued a hybrid warfare strategy characterized by
long-term, incremental encroachment to shape favorable conditions, followed
by the rapid and concentrated integration of military and non-military means
at a decisive moment, and the subsequent consolidation of outcomes as faits
accomplis.

Through this mode of hybrid warfare, Russia effectively delayed and
constrained L% and Western decision-making processes, producing political
and military effects that structurally impeded Georgia's W% membership.
The Russian approach in the Georgia conflict can thus be evaluated as a case

in which short-term strategic coherence among goals, means, and ways
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enabled the achievement of meaningful strategic outcomes at relatively
limited cost. However, this coherence did not ensure long-term stability or
sustainability, and instead constituted the starting point of structural
limitations that became increasingly evident in Russia's subsequent conflict

behavior.

Keywords: NATO enlargement, Hybrid warfare, Gray zone threats Ends-Means-

Ways framework, Consistency
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Active Strategic Autonomy:
South Korea’s Survival Strategy in the Age of
US—China Competition

Park, Ki Tae (Currently Professor at the Joint Forces Military University (Pn.D. in
Policy Analysis); formerly Director and Deputy Director, Strategy and Planning
Division, Air Force Headquarters (Colonel, ROKAF, Ret.))

The implementation of Trump’s “New Monroism” and the emergence of
a potential “Big Deal” in 2026 demand a paradigm shift in South Korea’s
foreign policy strategy. Over the past decade, South Korea's hedging strategy
has oscillated between administrations, facing structural limitations amid
intensifying US-China competition, the materialization of a Taiwan crisis,
and great powers’ demands for explicit alignment. This paper proposes
“active strategic autonomy” as South Korea’s long-term national strategy,
transcending passive hedging.

The paper first analyzes the structural pressures that New Monroism and
the Big Deal impose on South Korea. Second, it compares four policy
options available to South Korea—strengthened ROK-US alliance, deepened
economic engagement with China, passive balance-hedging, and active
strategic autonomy—through static and dynamic analysis. Third, it validates
robustness across three scenarios: Big Deal realization, continuation of

structural competition, and Taiwan crisis escalation. The analysis



demonstrates that active strategic autonomy exhibits the highest adaptability
across all scenarios.

To realize this strategy, the paper proposes: strengthening defense and
defense-industrial autonomy (achieving top 4 defense power by 2030),
enhancing economic-technological self-sufficiency (diversifying semiconductor
and battery supply chains), and expanding diplomatic networks with middle
powers. Active strategic autonomy is not merely diplomatic neutrality but a
strategy of systematically strengthening defense, technology, and economic
capabilities to become indispensable to both the US and China. This
approach enables South Korea to resist unilateral coercion and pursue

national interests proactively.

Keywords: Active Strategic Autonomy, Passive Hedging, Trump Corollary Big
Deal, Scenario Analysis, Defense-Technology-Economy Capacity
Building

F3d: 2026,01.20, AAFY: 2026.02.23, AAEAHL: 2026,03.10,
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Aol HaiM = =Aol ALHL Uy & A= o] A
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1) Kenneth G, Lieberthal and Michel Oksenberg, Policy Making in China. Leaders,
Structures, and Processes (Princeton: Princeton University Press, 1988); Andrew
Mertha, ‘Fragmented Authoritarianism 2.0: Political Pluralization in the Chinese
Policy Process,” The China Quarterly 200 (2009), pp. 995-1012; Jinghan Zeng,
Slogan Politics: Understanding Chinese Foreign Policy Concepts (Singapore: Palgrave
Macmillan, 2020); Suisheng Zhao, The Dragon Roars Back: Transformational Leaders
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TR AP FREUIRTAHGS]) ofF WRHE FB2A Sue ANDA

oA o] A=A Ay DS AALsH=T), ol AMY] 24 gEo] 519 2
Aol AAA Algat At YuHEHE st H=Fd HH(Strategic
Alignment) 8] AHE = ofd|E ofof st=7F AA, H&24 $1A9 AqHo] vH3}
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and Dynamics of Chinese Foreign Policy (Stanford: Stanford University Press,
2023).

2) Robert K, Merton, Social Theory and Social Structure (New York, NY: The Free
Press, 1968), pp. 249—-260,
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7} GER AEFAONY o2 BERA BH MUY

B A= v]n]et FFulE(Vivien A, Schmidt) Q] H22 AEF(DDE o|&
E i} oA ofoltiofe} HEo] HA RIS 4 -

=
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o2 THL 917], WA, A Aol FUHE 2R B B 2
27} AL Bt ol B FEo] ofUiet ofn] Ly HEAEOE X
st d BAROR AYSiin T 4 Ak 2 A7) B4 AR F
PEA AL F3 JWEMPA)F A FHT T E AR QlojS
Bl A% Z2oRe TASD ol ARt A, FATAY FAY
b o el maet AA A A, Teln AR oY ool estel ciord
A oS TSI AP Ago] AR B AT o Aol
Aot el 2 Hafste] WARORA, LA 7 AY Fake] Aol 7t ofug
Now AT 2AHLAS BAT 59 FALE QAL FRBAY

3) Vivien A. Schmidt, “Discursive Institutionalism: The Explanatory Power of Ideas
and Discourse,” Annual Review of Political Science 11 (2008), pp. 303-326; Vivien
A, Schmidt, “Taking Ideas and Discourse Seriously: Explaining Change through
Discursive Institutionalism as the Fourth ‘New Institutionalism’,” Furopean
Political Science Review 2, no. 1 (2010), pp. 1-25.
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A G AEo| A B A7 SEE I s WAl B <

|4ste] Ashrt 2upe 2] =34

Shthe @A 7S frEskar, A9 24 dofrt AstE 24 st = 24

2gsie 1 Aarh 92 YEYAe] Tx ofwrA 7

4) pH P REHIIEES, “RIEN,” https://www.idepe. gov,en/zlbjj/wbjj/ (A YL: 2025
| 74 74).

5) Schmidt, “Discursive Institutionalism,” pp. 303—326.

6) Mertha, ‘Fragmented Authoritarianism 2.0,” pp. 995-1012.
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wA o ez ghdstr] gk 7IRo] ofyzt, A EE S8 =4 HAY
S A=A AL ZfolE 7HAgkshr] SRt 24 AA = 7]ERiT
o[2fgt WA A flolA 2 Ht= AIZIE, FAE HE HEYZY] HY 1=
H3S vlwsly] Y8l 92 F44(degree centrality), 7l 5414 (betweenness
centrality), +%24 S7Hd(structural equivalence)2 &-&3tct 9 A2 =4
g oA ofd Fgo] oA SHAE ] ZHY R V]5dh=A], Yot
AHE ol gl A7 A o= AW} B =X& H|wst= H {83ttt
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A GEOR 75PN S ARSI BAH 278 Azdd P24 574
A

o % BA PE UEYAY A HE FAY

A5HA] &=ttt M E(Ronald S, Burt)&E %

_lZi

A Ao mEH o R AR Al AA B9 A9 373 7Hs
ol wrhe A& =3oHHA, (cohesion) BT} JL22 S714 0] AME4 A
At A gk Ashs bl o R = US5S Al7I8HA 10 Bk HES
Aot Dol gt Ao 1A =52 AHAR 2FH HE A2V A9

AZ A7)gke

8) Peter R, Monge and Noshir S, Contractor, Theories of Communication Networks
(Oxford: Oxford University Press, 2003); John Scott, Social Network Analysis, 4th
ed., (London: SAGE Publications, 2017); Wouter van Atteveldt, Semantic Network
Analysis’ Techniques for Extracting, Representing, and Querying Media Content
(New York: BookSurge Publishing, 2008).

9) Scott, Social Network Analysis, pp. 96-98, p. 140,

10) Ronald S. Burt, “Social Contagion and Innovation: Cohesion versus Structural
Equivalence,” American Journal of Sociology Vol. 92, No. 6 (1987), p. 1287.
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11) James S, Coleman, Elihu Katz, and Herbert Menzel, Medical Innovation. A Diffusion
Study (Indianapolis: The Bobbs—Merrill Company, 1966).
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H AR, S5 dEYFYo] mgst el Qb olgk= F Q1A A Aol
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AES E2Hsts By FHos At A37](2022~2025)= vl - &
MepgAe) dwsl, Gsie) A7l 2Ejal 5 -5 - 8 WAe] AL ek
=2 WPt S Ee M, FA 7 g2e] WG gEEs 9 WS
THOR FHshs BAR FAE. ol Al7] RS St AdvE A+
o] okl 24 Aot F55k= ofolrole] F R Hgto] MAYsh= A4
R5de Zaeiels Alwolw, 7t e dolat 24 =3 =t =28
A 1)

AT 245 9l 2 A S R MFA) FE B 7S5 SR
718A 9 A AEAE 2Fete] F 1,406719] B0 dlolE XS &5t
Ak b ERele HA BA, 24 9, EE dAeh A e 24E 59

12) Giovanni Capoccia and R. Daniel Kelemen, “The Study of Critical Junctures: Theory,
Narrative, and Counterfactuals in Historical Institutionalism,” World Politics Vol,
59, No. 3 (2007), pp. 341-343,

13) Mark Blyth, Great Transformations. Economic Ideas and Institutional Change in the
Twentieth Century (Cambridge: Cambridge University Press, 2002), p. 38.
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15) 333, ‘A1 HAE A17](2012-179) JEA Y TR FAF YA B
AZHEE FHoR” T34 A48d A2% (20249), p. 73,

16) Jessica L., Weeks, “Autocratic Audience Costs: Regime Type and Signaling Resolve,”
International Organization Vol, 62, No, 1 (2008), p. 36.
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Discursive Reconfiguration of China's North
Korea Policy in the Xi Jinping Era:
Bureaucratic Discursive Networks under
Fragmented Authoritarianism and Top—Level
Design

Seo, Sangmin (Kookmin University)

This study examines how discursive divergence and policy inconsistency
among bureaucratic actors are formed, coordinated, and rendered latent in
China's policy-making process toward North Korea. Combining discursive
institutionalism with social network analysis, the study conducts an empirical
analysis of official texts produced by the Ministry of Foreign Affairs and the
International Department of the Chinese Communist Party between 2013 and
2025. The central question is whether the bureaucratic fragmentation assumed
in the literature on “fragmented authoritarianism” has been dismantled under
the strengthening of top-level design during the Xi Jinping era, or whether
it has been reconfigured through overarching coordinating discourses. By
comparing centrality and structural equivalence in semantic networks across
different periods, the analysis identifies discursive fragmentation during the
first phase of security crises, top-down coordination during the second phase
of summit diplomacy, and strategic convergence during the third phase

associated with the Global Security Initiative. These findings suggest that



China's policy toward North Korea cannot be adequately explained by
strategic ambiguity alone, but should instead be understood as the outcome
of interactions between bureaucratic discursive networks shaped by

institutional logics and overarching mechanisms of political coordination.

Keywords: North Korea-China relations, discursive institutionalism, social

network analysis, fragmented authoritarianism, top-level design
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uj=&oltt, vRolE2 20209 A vl=ro] &S FAISH] 913 Wit ofF,
n|ate] HAak Fote] peo 2 FAFPI, EYio] thAEE A5 wat oA}
3= AT °o]52 "2 wl=o] ofYth(This is not Who We Are)"2tal H|Th
Flon, EYIo) oA E vl Aoletal H|EFct 28)
ARk, AL TR, F=77F AASh= vl=re] i) oo, &,
A28 AdozA s W53 oo o g 202l g A}
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27) o]¢] 3= 7HE. H. Carr)7} A7719 wAF 28] £xh-& A¥st= Fa3 /Hdolth E.
H. Carr, The Twenty Years Crisis, 1919-1939. An Introduction to the Study of
International Relations, 2nd ed, (New York, NY: Harper&Row, 1964), pp. 1-244,

28) Lisa Lerer and Isabella Kwai, “Biden Blasts Trump in BBC Interview: ‘That’s Not
Who We Are’,” The New York Times May 7, 2025, https://www. nytimes. com/202
5/05/07/us/politics/trump—biden—interview html/(accessed: February 26, 2026)
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29) James Kurth, ‘America’s Grand Strategy: A Pattern of History,  The National
Interest No, 43(Spring 1996), pp. 3—19; Danial Immerwahr, How to Hide an Empire.
A History of the Greater United States (New York, NY: Farrar, Straus and Giroux,
2019), pp. 1-530.

30) Bob Edwards, Michael W, Foley and Mario Diani, ed, Beyond Tocqueville. Civil
Society and the Social Capital Debate in Comparative Perspective (Hanover, NH:
University Press of New England, 2001), pp. 1-352; Steven Hahn, Illiberal America:
A History of the United States in an Age of Unfreedom (New York, NY: W W Norton
& Company, 2024), pp. 1—464,
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31) Stephen Pomper, “‘One Man's War,” Foreign Affairs March 3, 2026, https://www_for
eignaffairs,com/united—states/one—mans—war—donald—trump—iran/(accessed:
March 4, 2026).
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33) ol& 4, ‘WZHMAGA) w]=to] A wiQl-ula-Efx A0 " Tgs Rk A1303F,
(2026 &), pp. 29-30,

34) Rebecca Lissner, ‘The First MAGA National Security Strategy,” Council on Foreign
Relations December 9, 2025,
https://www, cfr org/expert—brief/first—maga—national—security—strategy/(access
ed: January 19, 2026)

194 _ Z27[0tHQL F2F | HM]26H 15(5H1015)



o= 7 7hAlolnt. AA|, die] 28 ApAell Bt sl fld. ol diAlsl=
AL 71E AHa] Aol digh vigkat EYZ AR vs 2430 it
3t Aot} oA, EFZ 17]¢] 2017d F7eHE A FA|EH LS 2

A o] BER s, T3t BAloke] BAlS Ao R v=e 2
A d8 4L s, =2 A AANA diEe A - FAE - A
2780l tisstal St 2ot wl=re] WHI G, ofof Akl
QTHIL Q145 35) Hlo|E H¥Lo] 20224 TGt AT N AT S
A7getel Feah A A g A4F o NSl Rl of A2 A
Al 7k Aol A, mFF] 7Ax ek i Y EQ A S0 SAA fEds A
O & AT}, 36

ERx 27]9] 2025\ H7pHRAEE 7]Ee] A5 AA e} ekl it

-M

w3

QuAY A EEL vo] A AAS 73] Auishs Aol ¢ 27}
Ao oefol Ratgtrta Axg Al E Gk e ohE 27HE] AR
& 159 PFo] 929 ool HPHow P A-Lout 2o wa

A7} Eolof ek,

S2lo] Qe n) 2ylo] Rrjojelute] WAL L)X Fel A
AAH Serg n)sto] dAoR Weg X7} ok A7k ekl E
o ahdjEt B4 - 1A - A 271E §ASEA Al Ak 2Ah - o -

H-dgojdz AAE AR ddd 4 sle =g s8Hs w7

35) The White House, National Security Strategy of the United States of America,
(Washington, DC: The White House, 2017), p. 2.

36) The White House, National Security Strategy of the United States of America,
(Washington, DC: The White House, 2022), p. 6.
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37) The White House, National Security Strategy of the United States of America, 2025,
pp. 1-2.

38) “America is strong and respected again—and because of that, we are making peace
all over the world,” The White House, National Security Strategy of the United
States of America, 2025, p, 1.

39) The White House, National Security Strategy of the United States of America,
(Washington, DC: The White House, 2015), p. 1.
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41) The White House, National Security Strategy of the United States of America, 2022,
p. 6.

42) “We will continue to demonstrate how America's enduring Leadership to address the
Challenges of Today and Tomorrow, with Vision and Clarity, is the Best Way to
deliver for the American People.” The White House, National Security Strategy of
the United States of America, 2022, p. 11,
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43) “The United States cannot allow any nation to become so dominant that it could
threaten our interests.” The White House, National Security Strategy of the United
States of America, 2025, p, 10,
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44) “For a country whose interests are as numerous and diverse as ours, rigid
adherence to non—interventionism is not possible, Yet this predisposition should
set a high bar for what constitutes a justified intervention.” The White House,
National Security Strategy of the United States of America, 2025, p. 9.

45) “This does not mean Isolationism.” U.S. Department of War, 2026 National Defense
Strategy (Washington, DC: U.S. Department of Defense, 2026), p. 1.

46) “A focus on Peace and Security in Our Hemisphere ought not be confused with
Isolationism or a Withdrawal from the rest of the World,” U.S. Department of State,
Agency Strategic Plan: Fiscal Years 2026—2030 (Washington, DC: U, S, Department
of State, 2026), p. 2.

47) U.S. Department of State, Agency Strategic Plan: Fiscal Years 2026—2050, p. 2.
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require regime change or some other existential struggle, Rather, a decent peace,
on terms favorable to Americans but that China can also accept and live under,

is possible,
59) The White House, National Security Strategy of the United States of America, 2025,
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Trump 2.0’s National Security Strategy:
The End of the American Century

Heajeong Lee (Chung—Ang University)
Hyeon Kang (Chung—Ang University)

This article analyzes Trump 2.0’s national security strategy by drawing on
three main pillars: a historical analysis of the logic of American century/
hegemony since World War II; an interpretation of Trump’s rise as the
convergence of racial and economic nationalism with populism (“White—
America—Trump first”); and a comparative analysis of U.S. National Security
Strategy reports since 2015, together with an overview of the major foreign
policies of the second Trump administration. The core argument of this
article is that the most distinctive feature of Trump’s second-term national
security strategy lies in its rejection of the logic of the “American Century”
or hegemony, which holds that leadership in establishing and managing the
international order is indispensable to advancing U.S. national interests.
While categorically refusing the burdens of global leadership, the strategy
nonetheless seeks to preserve exclusive dominance in the Western
Hemisphere and to maintain the United States’ status as the world's
preeminent power. Its primary instruments for achieving these goals are

military power and the mobilization of alliances.
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olgfgt HOAE 3l AtolH H1F FARE T3t 352 ArolH Hel ool
SR 7]= Aol 8 HRE AAHETE AtolH] QR E 8 AR tFE= ¥
AR B4R F7|H(NATO), Tto|H ofo]| = (Five Eyes), @ HA(AUKUS),

FE(QUAD), F& TAHGT), WAL} thg olUMEH(CR) Fol glor,
o] ol m|He QlE-ej B A4 Ze|AYZ(PER), AANALS $I%k )
a}E U4 (APEP), 1]-EU $917]%$]918)(TT0) 5& EaAE Aol @&
e A A BAolA ¥slm glrk )

N

U o] deknt Apoln o7 o] 34

7] o] AUl 2 =g Aol A gt WA Ager,

B S |

2

at)
o
>
N
rr
w12
filo

(deterrence)' et A7 FZ o] WAYs}7] o]Ho] 92 PE&
ojmigict, Y7 oA AHE2 A =7 2F Ao W2 T o] 7
WL 7 AR E = el ® SE 5 Qe 2 Afth(escalation ladder
AAskal, ol2|gh B WhA|Ely] 9jaf 7)) AL R SHe vlA] EWst

St obold WeIxtel TR X9 WAL Ao o] ol B Ao AUk

1%
ofu
RaPi!
o

il

A5 Hze mgo| FRT W welHc
SABACNA X2} e coercion) & 17 71Uk Mol WAL o]Ri

Mgolch. olxele 25 el By Ao A AgIAe] oA

s

19) The White House, National Cybersecurity Strategy, March 1, 2023, https://biden
whitehouse, archives, gov/oncd/national—cybersecurity—strategy/ (accessed: October
9, 2025).
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4] 1
x| Mgk dubx oz Ao 23t A X|(deterrence by punishment) 2}
ARl o5t o]X|(deterrence by denial) & JEETE Apo|v] FIto|A A
= FAIA Ato)H H(offensive cyber capabilities)d} 1A =0,
Aol &3t AR = AtolH EYH(cyber resilience)y} HWHSHA THAETH(H
QUel, 2024). ZLefuk FEol o3t A= 54 T2 A& (attribution) A
B Qe Aloks wrom, AR o3t A= K Zlo] YEQAR A4 A
At]of| A o] ThAe] ’9I7E AU A Fd flstthes SAIE 7 ol Rt F
oAl &I}AQI AlolH AR E fJefiA= ARl o3t AAF 7|2 g FhE, A
ol ozt AA] ke HebHog At Fto] Basit)
ofoj# Y&l thet X9 AL FA| AT AP 41F 7HsTt Al
o)A Egt 3ol HuE Aolghs Azl Stk 2 AtolH dH = 5 A
E4& 7HAH, Hl=7F f9Ake] 9T grfjof AboH
= 1T uf AfolH oX|= 3 JX|e} e #FEY |
= A7t dutA oz A7jdet, 7184, oAF =714,
ol dE SHLE sk AlolH FXHe] 542 AbolH @Y o= AHgs)

< Ao, ArolH Fxtte 2= AA AR HajE 71slr] ook HollA o

20) Myriam Dunn Cavelty and Thierry Balzacq, eds. Routledge Handbook of Security
Studies, 2nd ed. (London: Routledge, 2017), pp.182—184,
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A o] A& TAE Sefdlct A FAY A HE - HA - AF D
< Sl A ol digh 57k oo AvkS U FE I = gle
U, AbolH o] A9 AR FIUN7E MRS Qadt, & QR F Dy
2 28l I 7 FEIF AlgtEct ®3 ] AgFS FoHske 2Hg ol A
HHyst= A% H|-&(audience cost) FA| 83 AeF 9oz 2hg3ic 20
= As By Zola FA Aol o]Fozl ol AA g %A

o
S

(countermeasure)7} FITE22] b5 A9 sid =71 =44 9

ko]l gtk E3F o] o] E o2 AR AlE A (signaling) 9] o #&

o] 2Agttt, 7] Aol Ao R AF5l7] = A AR B

o] i3t 24 (commitment to retaliate)o] FAJE|ofof 3}v, o]2|gt 2Jx|7}

412 7F53t 91¥ (credible threat) o] FE|= Ah=rof] MeE|ojok gk, o]2gh

AEA A N FAE sl A4HN(2023)= HERZY Y 22 A Ao
3

3

flo
rb
o
et

93t 227 oZ](cumulative deterrence against emergence) = thZ9 %

o7 Hekg Ak} 22

o}, 2o Abolu EelxHe

u]=+9] F3 Z|(Integrated Deterrence)+ =7} A2k (National Defense
Strategy, NDS) & "|=9] 8 9] H2f ZAloA 34 Hzkoz AAIE 7|
o chekat 2 o3t v} AFS Aol ofe] g FRHOD o
o

E
“
gatomm o g Iojsielas sh dgolth 2 = A=, Je

21) James Fearon, ‘Domestic Political Audiences and the Escalation of International
Disputes,” The American Political Science Review Vol, 88, No, 3 (1994), pp.577—583,

22) /g, “Atoln] oz o] M2 s} ghu] Afo]w] FHE'S] AJZHA wWetel A" pp, 51—
88.

23) Mazarr and Ke, Integrated Deterrence as a Defense Planning Concept, pp.1—4.
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AolH G ool A o] TR MRS Atol] FIHe] E44E& fsto] HF A<l
LAY X HEknp REE Ao R At o] M V& - 224 -
A wol g Fal O A 7H5E& B A (denial) &}, #o] Abo]H
TS YT A9 BE U Fo]u} 72 H]-E(cost imposition)S FI5h=
WA Rkt FAlo] 3ol WAyt et e & X[A3}stal 4l &
W B 7} st e s ohe Y (resilience) 9] F3E F 8T Q4= AP
th 24 E3E Ao AgES ARdof §A] - wtstAY 34 kS &8-sto] o4
5 73kt AR Fgth ozid vl=t Alo] WA F(USCYBERCOM)+= 41
3 Wro] AgFE Sl Aty F1tollA A 9] &E-S B A (discover)dtal A

AR (disrupt) 50 BES ARUimin FO RN XL Feetuz sk
Aol olefdt Zul iAot A3F, el g S Al Y9It A ES
Fomn ox] HNE FESHnA Atk olefat A7t | HEe wegow

ofr

flo
offt
i)
12
X,
r>~1
Sic)
1o
e

o>,
M
|o
fu
>
)
ok
nl

3. W39 Apolu] ThA T FFIR

7}, BT AP T(NATO) 9] Atolu] @

NATO(North Atlantic Treaty Organization)= A X] - A 42 53

24) U.S. Department of Defense, NDS Fact Sheet. Integrated Deterrence, March 28,
2022, https://www, defense,gov/News/Releases/Release/Article/2975559/nds—fact
—sheet—integrated—deterrence/ (accessed: August 8, 2025),
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S| L=0] A} QM S p5shE A HRE aFo] e Yk B =
Ao 19499 I Ful 127]=r0] ofsf) A= ler
= A T 7ee RASHEA ZA - tE | 7|2 I 4TS Sist
Ak, e 20261 A 3270 =77k FFofsial qlew, A - bR ZAIE
=ostar ghojo wE Jotz A4S Wdth

Atole] 7ol thieh U= o] jfof ofwf 748 daidS 200249 ZefstoA &
d AGE A A= A=Al o 22 34 AR EANeH, o]F Afe]
v A= UE A8 oAlolM F8 YO thFofA gty tEE 2016
d AfolH I3k A5 A F Y (Operational Domain) &2 A5} O,
ArolH FA o thgh F-5 S o3| Alo]w] H}S] AEKH(Cyber Defence Strategy)
= FHSIAH £ UE 2of AT 23p) ol whet AlolH g0 &
Ao 7Y 34T FLI R 5E ¢ S HEth

UEE Ato|v] 1] HZ(NATO Cyber Defence Policy)= 53l &¢= 7+ ARo]
H ot Y-S 7tslelar, Alojy HF lEllg] A A (Cyber Threat Intelligence,
CTDE FR3te] SATEo| Aol FAL Al FH5ha g% & YwS

A Ak AbolH] Wh9lo] thet LS 8 BEE UE YEYD L 9T B

<, gld=r] Bl (resilience) Fof A9, T3l UE S 7 GA A 9
it FEATIDAE)S 9T FAE AFolch

ESt U}EL NATO CCDCoE(Cooperative Cyber Defence Centre of
Excellence), Hybrid CoE(The European Centre of Excellence for Countering
Hybrid Threats), NATO StratCom COE(Strategic Communications Centre of
Excellence) 5 FE7] 18 2adsto] Atolu] ehi gl AT Sasta e},
0|9} 37 Cyber Coalition, =41 *(Locked Shields) 52| Alo|H o] &
= 5ol SE=9] AbolH o] S PAATIAL FAF ™S AUk AUk

gjAjof—-Atoluf Aol 3| Aol o= 7hed o|LEtdl-oldk EA
=] ofgk A F5 T TR IAIME $17] AR SollA HFE vE A
Folool UEE Ui 2oF A5zl gAE HeEdelol ik A& Al

238 _=7I2tEet FEF | M26W 12(ER101%)



SFALE, ETF YR 2OF A3 Wb Vi =7 B JHE FE S35
A3l FL=52 GDP thH] 5% &2 ] AEoll gefstAit. o] 7k
3.5%w= A = ARG, 1L5%= 4 Qe B HEQA o], Wzt
o] Al S Bl At FAl S, etk 71Nk et Soll &8st = 5t
At olH T el U= s 3 B Aol E dd B4 SdilE &
g AoR oAtETt 2 Q: - B QF 47 (Indo—Pacific Four, 1P4)26)
£ 5ol YESf st AlolH QHE, SR 9 4E7]e Fiol uet dE
z

4 o[AE RS X4 - Askstn 9lrk.2)

rﬁ

(B 1) Aol = &eld & =2 ofH|

CEEEOH gy | PEER D SETS L poax | amas
ol ZS(CTl) | Z=XI(CBM)
Five Eyes (e} e}
QUAD e} o o
AUKUS o
G7 o o o
NATO o o o e}
CRI o o
PN HIPSINIESES,
L O] Alo]H] QHE Yol A m=2 A o]l Fre2Q] ATs paysl £
o, vlshe o] Abolm F3b A GoAstet ARSI (Hs) 48 Fws

25) NATO Treaty Article 3, In order more effectively to achieve the objectives of the
Treaty, the Parties, separately and jointly, by mean of continuous and effective
self—help and mutual aid, will maintain and develop their individual and collective
capacity to resist armed attack,

26) YE7} 2022 3 9HE A% Q= - elHF 47 FE HEY F7kQl T=, 4, TF,
LAY E ou|Ft

27) North Atlantic Treaty Organization, ‘Statement between NATO Secretary General
and the Four Indo—Pacific Partners in the Context of the NATO Summit in the
Hague,” June 25, 2025, https://www.nato.int/cps/en/natohq/official texts 236714/
htm (accessed: December 28, 2025).
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grow, m= Abo] ALY F(USCYBERCOM) = YES] 2k 9 Eddof 4] - 7HY
o7 ot ok S Y AR FS(TTPs: Tactics, Techniques, and
Procedures; IOC: Indicators of Compromise) I} oA = u|= A H7]|Ho]
FHA e saels AR el Uk olel Aol elekg Aoz
D Aol elAIok SglA WS UE A0 Sl Ha) & A

2 B

U, mlo]H o}o|Z(Five Eyes)? AlolH &Y

afo] 11 ofo| A(Five Eyes) ml3, 9%, 35, Autt, Fads=E 74
w4 FEAR, 59F 7 A8 THE RYOE s Ju Fyolc) 20
sho] 11 ofo] =(Five Eyes)t= Al2t AANE 417121 19414 Eela} el
= 5 98 naa Qo] ARyl 7k Welo] oRoix oA /U 3

2 4 ek olF FFL 19439 . FF FYL A=A $I5) BRUSA

12

—

(Britain—United States of America Agreement)E |43} oH, ol= &
glo]B ofo]= HB Y AAR WHSAUTE 29 o] F 1948 ATzt 7Hed st
Rom, 19558 T57} 1956 wAMETF A AP A5 S8l 7Hdst
& th(Scarlet Kim and Paulina Perlin, 2019), #o]H o}o]| A= 2015 H

ufd 57l &3] 9] (Five Country Ministerial, FCM)E 7| X} ¢low, 3
9] o|% 57 AT FF5A Y (Five Country Ministerial Joint Communique)

& e,

Ko]u] qhiae} FrAste] ko= ofol =i vl FEAWelA Abo]H eki 9
A Apolw] BrrelAe] el Gl #7h WO FaAe AxsL 9

28) @7|T: u]=+-NSA(National Security Agency); 9=+—GCHQ(Government Communi—
cations Head Quarter); &3 —ASD(Australian Signal Directorate); 7J|Utl—CSE
(Communications Security Establishment); +2 W E-GCSB(Government Commun-—
ication Security Bureau),

29) BRUSA(Britain—United States Agreement, 1943), ©]% UKUSA(United Kingdom-—
United States of America Agreement, 1946)2. 2 A4,
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(DPMC, 2024), T3t 2023 109 7]&] % ‘mlo]H o}o]= A3k (Five Eyes
Summit) o A F5) AL 5 A7]% B3 $187 AA 2to] Lol e
7 305kl (FBI, 2023), Shol B ofo] =7k Apolsl Geel A A4 o] T3t g
FEE SAshn 9ee Selec

AEAR(SIGINT) F5ol4] A4 sho]n ofo] o] Afoln] el An
o W 915 AR B HoklA] 7ML HEAE Holn], sol ool
e 393 1k Q1A BE g BE BREOL AT FEE D Ytk o]

et B 7t BF B8-S BHAXAY shel A BAR v g2 FHAAE S

Iy
ofd
of

(E 2) To|=Z O10|= 57i= T SSEFQ Alo|H Q= & 29X

Al7| =QuUe

= Afo|H SZHoZ QIsh LHE/MY ¥ S, o7, JHY 3 XIERjA

2021 SE

= ALO|HEHZE = MY

= Z{A[of-23F2t0|Lt M A AIOIHRE S A B8
Jél

J

2022

= StolEZ|lE E EUEZ L MY oo e EHA e
2023 |= MO, HESR, ssHEUS
2024 |= 7|z Aot S S5 AO|HESH US)

2025 | X2 AELd(Transnational Repression)2| £TtO 2 AlO|HI S &
85tz =7t i Afolt] eixtol EE0| BANOZ hSF

X M Ay

o}, @ HA(AUKUS)Y Ato|d &

ALAUKUS)E: 013, G, 55 70 47 obe FAA R dm-e 5o
Ajo] Grig Fa BAo) that Bt s, hET AA QE-e P

o

=
A GoA 2] 78 = 7s e R HF gAY =
A2 20079 w3} = 300 2014 W=} 35 7+ A A

ofe] 7|9L Fi glon, 2021 99 BAHow W3 FolAolt,

0j=9| Ato|H SEAXIH

gL

o IR _241



A28 dep(Pillar) 122 A4 4 A 37 Fpghs 2500l A8t
+ Aolu, et 2= A AL o
oz A7 u9 39 A, = A Y AY ui{, Hdd 7ls w9
FE 0l leH, 53] 25
ERE g} 82

AbolH] QhiLol Treisto] oA Qul - QFE Fofoll A AT = Gl Abo]
H FAo] gk, Al 5 Jd7]s EopollA o Feit AR /5 Fxlsta
e Aoz oA k. E3] 7)Y AHL 2030 BHEE TR, Ao]

H, A7, A7Ie 5 87 A 'EoklA M A g9 F5 e

1o
%
o
o0
2
oy
ot
a
ne
filo
D)
e
Pr“'
ol
pos)
filo
N
o

F 25K Def 2(Pillar 2)0 §F2] Fol HsAL =3t vt ek, FA 27
0] Wot 12 YA H o ShshA) hrths WES §A5 glon], Wet o
o 79 Qo] ojo] g, A}, FAAE Sho] Wel 3 Aol A7)
3 GIT.3) @k Afolu] ohn Hopurhs WRd A4t Fele] FHS
1 glom ZBAos Ju o Yo 2AIE LS 999 AR FHo
2 7%}, AolH] QbR FEL AT oR BAHel Zuo] glout, F3e]
Aol TGkl mlsko] ofAlob - BHHOF Aol A TEII Qi I F4]
AR Qru Fx 0 Ackd @A E B HolA uF At o
3 FHe BUF 7 FY AAS ABFORA n]Fe] BN U HYs
E e Sasi

30) UK-US Defense Trade Cooperation Treaty (2007, 6)

31) Australia—United—States Defense Trade Cooperation Treaty (2014, 9)

32) The White House, Joint Leaders Statement on AUKUS, March 13, 2023, https://
bidenwhitehouse, archives, gov/briefing—room/statements—releases/2023/03/13/join
t—leaders—statement—on—aukus—2/ (accessed: October 6, 2025).

33) Austrian Government Defence, AUKUS Defense Ministers Meeting Joint Statement,
2023, (accessed: October 23, 2025),

54) 2198, “ujFe] Bl 24 B aulEue) A Frlekn ekl MINss et
By 29535, (20244 129 119), p.5.
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(B 3) 272 ST AtolH Q2 23 QX

AlZ| FeUlE

2021 _ = o
of e YEIOE s, Asie
- 9AE S AlO|H, JBAS, UAVIS = HE U JEES ©
2022 240 7|01t
- Wal ool BIY AOlHEO 23 U B B4 W SEAAY
2023 w5 = AolH o2t 23l

2024  |= Eat-20i|M AXI|
7|

2025

Zxp: KA A

2t F=(QUAD) 9| Atol¥ &

FE=(Quadrilateral Security Dialogue, QUAD)= &3 AAE Ex=2 4
= otH FojH g, YR Agto g 2007 A E 2008W 74 ©7] A E Q)
7} S50l A FHE F 20174 A= Qlow, EY Ao} vio]= 3
o] - dere] A FoA= HAF Alm=stE il FA|skE A, HE
o] o= v, lE, A, 0| 20219 FAdw FYAE AAE A
gFelEe] MEEUT. EIF JA=FoA e TE EARE™, FASE, oud
W oEs v 29 29 JNFE SO AR RS AWkl Stk

al
20239 = B4 AolMs ds bRt Abelw F3boll gt = 7HE &4

o

o

o

AN
Z](QUAD Cyber Challenge)' & & .
wjo] ofAlol—efjF e X FH= I+ FY A

35) AUKUS Forum, AUKUS, Cybersecurity & the Future of Trusted Information
Sharing, August 6, 2025, https://aukusforum,com/aukus—news/f/aukus—cybersec
urity—the—future—of—trusted—information—sharing (accessed: October 26, 2025).
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oNA BFAXAES Bt o ojukx et 50

(B 4) HE ZE=(29 Ato|H Q= & ofH|

Al7] FRAUE
2021 = AfO|H ol cist sl olmat SRy 25t
= FHC 19z AMolH I8 &Y
- Atolef SIEHEIR
sopp |* CIHIE HE X AHIA B TR B Y W B
= YExE SW Het BFE FHOoIE St SwW Eot MEfA
- 5G CH#I5HS 9 Open LAN HMSHW Bi2istn MutEZS x4
2023 * Open LAN &2 Edff 84 HEY3T &
= SHMMET|E, 7|EEE, AHO|H OtE 2t HAES TIY
= MYEE ™S AOIZ BES
= HOI AEEQN Y, BE I 2US
» HEE AZEQN Eo 3 ZSFY erME st HE
» Ay Y= AtO|H EIX|(Quad Cyber Challenge) 7HZ|
2024 | FHE= A0l EEZMZ(Quad Cyber Bootcamp) S AO|H HZAU3F
OTZHME O|LMEIE L3t
= AVICIHRL o QlEEt HERI HSE st FtM AlYE ol 25
£ flot 35 81 A0 ET™EE SRE fst AN 8 ZEF
= FHEE ST AIOIHEQH 20F SolAL QxwE
2025 |= B%to| ASSH ©HEE HE
EPN HIVSP RSP
ok 38 TGS AtolH @Y
8 770=(Group of Seven, G7)= A|A| ZA|e] ®WaFat =7} 7+ A A 429
He L 2 wojsh @Al 0TS W, Qi 5, 9, mya
olgtg]of, AU E FAEY, FHATEU)E o] 7| F2A A Esstal
ATt G722 F2 M= 7 FAAA L} =2 FA Avd o] Tk oheket

-

oUAEILE EZe] gron] B3] A4 Fobol S 67 AT

LY

36) 88, ‘vl Bl 24 5 AvFW] A p5.
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A A AR AFdet FaFes FAkstaL ok
AlolH oFH 9} W slo] G7-2 o] AIAn} Alo|H] T1E(Ise—Shima Cyber Group,
ISCG)& &8l AtolH ebH ¥ FAS =o5taL glow, FAF okl =
‘B ZA|uF Al ZEA| A (Hiroshima Al Process, HAIP)'S £&93lH 229 Al
AMEL =95 FA6kL Qleh37) GT-& 2020 F= 3hgle] 5G AH]of Tt
T U8 Weks wASkal 2023 AL HAIYEAE Al ojske 5 Al
O]l Atolsf ¢tE Ao thal Festar qlek. 2025\ G7 S| Yol A=

‘AT OIS 93F AAFA W8S BFEslo] obAEl T Mol 9l AT Auta) S0
I3t G7 =7F 2 3 HE AT ESE GT Abo|HEQE Y7 1FE oA A4

A Bt F71E A el B TS wEsT 01 el s ©
HAT 7 B BAES B AR RS B Aoyl A 2y A

=]
£ 3ok, 8 dzet e W [k Aoy B 7Fskel 7 ToT, Al
F A= Al71E okl Aol e A3tsta
ek EZF ThefRE o|YAME B S S N w7k A StEE SA o] A3t

stal 9l

SRl ZAE AA, 7, AE, Abol¥ 59 993 sHe $HD)
 AS 7I2oR Ttk HoA 672 22 5%, 79, s e 2Ast
L AL 22 SA Soll FE T TS WA= AR A& A
BAA 2de Bste AR gHT. B3 Aol A AR AR

37) G7, G7 Hiroshima Leaders’ Communiqué, May 20, 2023, https://www.mofa.go.jp
/files/100506878 pdf (accessed: November 8, 2025).

38) G7, G7 Hiroshima Process on Generative Artificial Intelligence (Al). Towards a G7
Common Understanding on Generative AI, September 7, 2023, (accessed: November
8, 2025),

39) G7, Kananaskis Common Vision for the Future of Quantum Technologies, June 17,
2025 (accessed: November 8, 2025).
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(E 5) G7 T&3(Q] AtO|H Qe £ of|
Al7| FRUHE
= J|E IZHYE Aol 3zt MEol| et 352 olsh S%
2021 |= HAMQOf T HA S HHY
= ICT =2} S5 Hot =X
= WM 3o MUS 21, DHHE NMISHK| LS
= JRXbAE 2OTHAXEAE MHIA MBS YA et XtFMIEX]
2022 ), Aol AKXt & X|HEXE MX|stn AHHE RX| ZF
= WMo BExEs Qe FEIR ¥ 34 ST
= ALO|H ZHA| AJARIDL Z2 =2 MT|E Y EF 0|E8x7|g2 ©
2023 2k 4™z 5 2% ]
= M, AOIHEHZ|, XIFME S EH
» SCOHAE AMOIHHZEFESY HES &THISts THEYH =7t XX
= QBXs FHE Qo SIZAOF Al ZEMA EHX
= EBIO Ao SZHoIA MU A= BSol| st AES XH WS FF
= O0|M|AlOKHIse—Shima) AIO|HOE &5 2
2024 |- JH I s &3 ZE
= J|E}, MUK, FLIIEAIE AMOIHAY i, IoT HQt, 0|E8E
7l& & SH, diolEe XRER S8, oAds F Jl& L
tal =2l
= 'G7 AO|HEQH AOE oTHH Un
2025 |= ‘Al HES 95t MAMME'S wWHESDT ‘G7 SBOM for Al &HE
= G7 YXP7|=9 Oj2fol chEt SSHIX LR

X M Ay

Bl A dis o IUAEE(CRD Y AtolH &Y

A o] g o]y MHE|E(Counter Ransomware Initiative, CRI)&= u]=+

=7} 3] 9] (National Security Council, NSC) =& 309
ZFofste] 20219 HEE Qi CRIE Aol Ao ti-8517]
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oA AFASAD o|27|7HA] thefdt GoolA dYEar glom, H7|He
2 Abolu] obul AR e, WEA oS etol tel Fofsta Sirt 8 A
wohs o

& o] ofo] = (Five Eyes) 1 FHI 27 X(AUKUS) tE FAHS
Fol Atol] ek AL F7 714 & A 71 ZokolA FEshaL glek. Afolw
e AR Fhet Bt v=y g=2 2= (Clarifying Lawful
Overseas Use of Data Act, CLOUD Act)o]l ¥+ §4L& A dste] oF=o] A
H71do] 71& 719l At HolEE AH 8T 4 == 6?3'12‘11, °lE %
s Atolw] W=, €2, obs A A 5 S WAl 41%9]
Atolw] RF g3t wIstel F=o HIFE W oS
CERT-UK+= AtolH] 918 AR FfoF AR tf-3 &ofollA F&star Slrh

2015 ] AAAB|HONA G I Abolu] R FHE B &
olg old) e Fo et Ajolw] wok PR AP AR Ff, AR G,
T 2ok @Y A9 Soll Tofsiglnt. =2 Atolw Hol gl Y|EL]A o]
TS A, vl=o] Afolwuel ZHYYIA(U.S. Cybersecurity
Framework)®} g=19] AtolH] of|dld(Cyber Essentials) A|=g EFHE Abo]
H Hel A= 9l 3L AR Fofstgleh )

2018 1| FEQFRE(DHS)I} AWARE(FBI), d= Z7pAtolH{otrAl
E(NCSO)+= 2l Alote] AfolH &gol tigt 35 7|4 AHE TRt 5t
Hls g 20219 Aol 1E A, 3 9, AREE HES F
25 Aostole). 20249 v =2 A tistolA = 3P A 359
QL - QFE HEES =of5tr] $59] g EES AASL A L(AUKUS)
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40) U.S, Department of Justice, Landmark U S.-UK Data Access Agreement Enters into
Force, October 3, 2022, https://www,_justice gov/archives/opa/pr/landmark—us—
uk—data—access—agreement—enters—force (accessed: November 18, 2025).

41) The White House, FACT SHEET. U, S -United Kingdom Cybersecurity Cooperation,
January 16, 2015, https://www,gov, uk/government/publications/us—uk—cybersecu
rity—co—operation—fact—sheet (accessed: November 18, 2025).
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and Interference, FIMI)o]| o835}l o9& Alo]w i xS Y3l =9
FE Aoju] ol Heks Z3kE AL MadstAck

QA% ok YTt welstol 20039 ] Apolul Mol W oliel ol
(Cybersecurity and Infrastructure Security Agency, CISA)T} =+ ZE7}A}
o B HQFAIE| (NCSC) = “Al+2] ¥l Blo] tiztel(Secure by Design)’ H2& 7|%k
02 T ALAZE A DS B AT, £ 2020 97 2raia]
% A4 (Defense Science and Technology Laboratory, DSTL), u]=t i15H}
A A &=L (Defense Advanced Research Projects Agency, DARPA), 7iuich
=HF LWk (Defense Research and Development Canada, DRDC)2 Al,
AtolH] Hob AHH =H|Ql 7le S AT 3F A7 @S Ao 4

ORI GRe AW AR BH BE Bl AA TE, 79 W4, A
Heie maret Awshe S Ao J|ua Aols] ohn AS B B
of ofakal 712 Aela, okelH Apolul WA DA HgL Hajelo]
Kolu] 7k RO olA S Aoz WO vlTe] Fall LS 7

Aoz Fastal e Aoz Fr7hd

i

filo
o

ol

i)

U Bl=-g8 Aoy OE HY

42) UK National Cyber Security Centre, Joint US-UK Statement on Malicious Cyber
Activity Carried Out by the Russian Government, April 15, 2018, https://www,
nesc, gov,uk/news/joint—us—uk—statement—malicious—cyber—activity—carried—out
—russian—government (accessed: December 1, 2025).

43) GOV UK, UK, US and Canada to Collaborate on Cybersecurity and AI Research,
September 20, 2024, https://www, gov.uk/government/news/uk—us—and—canada—
to—collaborate—on—cybersecurity—and—ai—research (accessed: December 1, 2025).
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T ool gdR P AW =3t oulgul allw(People’s Liberation Army
Navy, PLA Navy)9| 4 s Y Sol wet Sl ok o1d d4je] 1=

S Ak ETE St HisiAs e viArd i el 4 S 5
A

of wel QEe Bate oln wymth zeia U gEeR QA 9
Th49 E QR ) Aol Fo] Z71SIa sle] W Afolu FHo] FEtol
whe Qe ) Aboju] Wk ElA] ZEHEGE ofU2 Afoje] okw ZA] Hel 7

A & SIgk AfolH kol gt QFAF Ak FA o3} Aol o
SFGATE 46 o] Fofl 2 A7IH R ‘wm-UE AbolH] st E s F|sto] A
oly] A A FE, A U x| g, AdzF L= Sof gjg] =ojdtt} 2024
WA7HA] & 9AH| vk A& ZF AfolH ti3br) AjEE e, o] Fol =
Atols] ek YA F4ata Pk 7k Aolu] 2 e, FA @ Ao W, AP
= 5 U= dE T Atold @Elo] Rl ZA =05 X3Ys)
0 F ZE Y Well Afol ¢hE Heo] xotES
glom, 20234 19 u]FY QL ojmw W Ty Apko] A=

B 'S Bl Aol ohRel FANS AsIsteet @ e W
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44) BhfEA, TEAROMEGHEASE SHSEMR) ., July 28, 2023.

45) ERLZ2RESFEL L UAE, BEXRLE2IREME, December 16, 2022,

46) U.S. Department of State, Joint Statement of the U, S ~Japan Security Consultative
Committee, June 21, 2011, https://2009-2017 state gov/r/pa/prs/ps/2011/06/1665
97.htm (accessed: December 7, 2025),

47) Ministry of Foreign Affairs of Japan, The 9th Japan-US Cyber Dialogue, June 27,
2024, https://www mofa,go. jp/press/release/pressite_ 000001 00394 html (accessed:
December 7, 2025),

48) U.S. Department of Defense, Joint Statement of the 2023 U, S ~Japan Security
Consultative Committee (2+2)), January 11, 2023, https://www . defense gov/News/
Releases/Release/Article/3265559/joint—statement—of—the—2023—usjapan—securit
y—consultative—committee—22/ (accessed: December 3, 2025),
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g 23 A5 (Cross—domain Capabilities)S 77 Z25hy, dEo] 20224 3¢

A SE Al Ao ARG F(JSDF Cyber Defense Command)©]] ta}o] u]=

° WY 9] S o)X Eysh Qo] A AR AbolH|nel 7|2 T Bl
3k 35 ol Z1uk vkl 700f thak ©JARS wEch wet 20236 A A

A A (Ministry of Economy, Trade and Industry, METD)¥} o]=t ZEQLH X
(DHS)+= A% AtolH Hot &9 oFslZkA (Memorandum of Cooperation, MOC)
2 A Aste] &9 Fg, AR oJ A HolF FpAF W =g oldE HE
T I S T R
Qe ho] . ofo]%(Five Eyes)ohe] WelS Fa 51 9 vhEUue] H
& Figtarz) sk QA& AEHH o BYstal 9o, Alolw ¥ o Hgk
HIAE Bore AATORA Aols] WA g S Ao wezlol Faol

olth. R Aol F7kel A WY Q= #7h W5 (Due Diligence)ol Tt 59l

2 g 79 Y ApolH] <JFe] o
2z} Peisto] e Aold) S
o B3] Sle 35 EAE Adstel AR S e Pashn ek

2 CERT/CC(Coordinating Center),
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TEOFRHE Y US-CERT, ¥&2] JPCERT/CC 7F ¥&L E35) 204 o|A x|&
|3 glen], Aol $F HRE AARIoR T ik vl Arperut
(NSA), A=A (FBI), Afo]HH et 9 ¢zl H b= (CISA) I Y& Alo]H
HOPHSFER(NISC)= 2023 99 F= AR A a4 =2 =HEHA

(BlackTech)©] vl A%, 9] 44, 714, vlrlo] 5& o= T ApolH]

49) Ministry of Economy, Trade and Industry (Japan), Memorandum of Cooperation on
Cybersecurity Signed with the Department of Homeland Security of the United
States of America, January 7, 2023, https://www_ meti,go.jp/english/press/2023/
0107_001,html (accessed: December 3, 2025).

50) Rattray, Grey, and Seungmin Lee, “US—Japan Cyber Cooperation: Meeting Challenges
& Operationalizing Opportunities,” Columbia University Japan Research Program,
December 2023, https://weai, columbia, edu/sites/weai, columbia, edu/files/content/
pics/JRP/Rattray Lee US Japan CyberCoop.pdf (accessed: December 10, 2025).
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slele AL gAHeR drbela AMdAS APRels 5 A3 Aol

A s8e Festtt. ol §8 vl= & Fa=HY dYol vs Ao}

%, 3% Wg AA FE, AT Azl 23}, WY /1% A
Agkgrozn 9% W) v g Kolm o
o, v g

o Qlm-ehgoF shEveke] AAS B 7

51) National Security Agency, Federal Bureau of Investigation, Cybersecurity and
Infrastructure Security Agency, and National Institute of Special Communications
(Japan), “People’s Republic of China—Linked Cyber Actors Hide in Router Firmware,”
September 27, 2023, https://www_ cisa.gov/news—events/cybersecurity—advisories/
aa23—270a (accessed: December 15, 2025),

52) Grey and Lee, “US—Japan Cyber Cooperation: Meeting Challenges & Operationalizing
Opportunities.,” Columbia University Japan Research Program, December 2023,
https://weai,columbia,edu/sites/weai,columbia,edu/files/content/pics/JRP/Rattray
_Lee _US_Japan_CyberCoop.pdf (accessed: December 10, 2025),

53) WHEW: oA FEHol tigh B P2 A3t g3 WA ol WL HEERETFEEMICK
TORELRITAIC L 2HENBFILICEIT 244, 2025, 5. 16 53
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o}, mR-5% AolH otn @

u)= 3t S5 Ak AA AL A2x; A WA, Sage 23R
AL S=OlA A R 7FR Z1EE HEUALS A8 ghow, olEgh @
YAale 1951 3, ST n]ate] ANZUS ¢HE 2K Australia, New Zealand,

Y
@ P
Y

E

United States Security Treaty)< &3l #-2 &413t= 3t 70 0] 2 EA
o & FoFE HlmT T bE A9 7Hto] i1 Qlth, wlmH T
ANE=—efFF A9 by, ek, MFE F25H7] 9l H=(QUAD) QHE s}
2 ASEAN 5 thefel ok @ ojAloA 118 s] st 2=7H2] 2o -3

aha qlek s

o217 25 u) - 5 Apo]H] th3HAUS-US Cyber Dialogue)2 £3] Afo]H]
Ak LIt Alolw] 9915 DAty St Ak WS AAle gheh 20229
WEE AfolH] thsto A= ol A Afolw] 2bH, o7k Y, &
oja] oA HEA 95 A= ekl sl =9]ak3itt %6 2020d 1]
= ALO|HALGEL(USCYBERCOM) &} 55+ == 74 Alo|w] S A (Persistent

)
ol
o

53l At

rr

54) U.S. Department of State, U S Security Cooperation with Australia, January 20,
2025, https://www, state gov/u—s—security—cooperation—with—australia (accessed:
December 18, 2025).

55) A, “Atoln] ozl MR NS} ghu] Ato|w] FHE JAH WekeA,” pp 51—
88,

56) Australian Signals Directorate, AUS-US Cyber Dialogue 2022, https://www.asd,
gov.au/news—events—speeches/speeches/aus—us—cyber—dialogue—2022 (accessed:
December 20, 2025).
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Cyber Training Environment, PCTE) & 3% 7|&sl7] 3t EAL A

oS A% 2 vl FEE PCTEE /Wdstqlen, o= 54 Alue
o thal ol AtolH A, 7w, AXHTTP)E AL /A= dl &-&
o e 4o G Aolu] TE oS WANIE AS B
t} 57 \m|2y TFE= 2022 ‘CLOUD Act ¥

Agto] Hze] B4 A4 ATARRE A4 ol AH 2R 4 UES
stelom, o5 B8l AlelH HH, HY & ST ¥

A gt

20243 8¢ w|=y} T FL ‘Tu| AT & ol(Australia—United States

oz o

Ministerial Consultations, AUSMIN) & £3f Alo]y| Hol 2 7|4 d8HS 7}
shsb7| 2 sttt =2 7l Heb, Alolw HQE 91 A LofollA ¢
WFE Ffshal AE=-ei Y A9 Ato|H HPYAE A Yt Aol thsto]
olstelt, vl 2= Tpo]H ofo]|=(Five Eyes) HH FH O YU 2 A

Aolol 918 Aw F7, Aolw] A4 e 5 Fsku G, Ea e 7]
% ¥2 ZZ 7% (The Technical Cooperation Program, TTCP) & Z3f =4
}8h7)<: Hobol A F&Eala 9lon, ‘AUSCANNZUKUS(E2, v}, F22

I

C @B, U= E S S SAl E Aol RS Askstar Qlek olH Rt ¢
e U= TETF AfolH QHE Fopo A WU HEUHS {FA8HH FF

) ohi 91Fe] sk Uee HolE

vl 337} e)HoF 3 E A (Partners in the Blue Pacific), #=(QUAD),
Ao S oYUM EE(CRDE Z3eh A 2 opa} 2 x96& F9f ¢k

57) U.S. Department of Defense, U.S. and Australia Sign Agreement to Develop Virtual
Training Range, April 12, 2020, (accessed: December 20, 2025).
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AL Qleh 20234 49 k= v Ao|H FXHoA = FrYo] A-E8-HE st
‘A Atoly] otE ¥ Z LT (Strategic Cybersecurity Cooperation
Framework, SCOF) €] 4ol @elateict, 5 La|o 9l Aol 913 1),
s Qe Bo Afold WH o5, a3t 9 S5 HeF At vt
W& gttt

Sl=t1} nj=+2 AlolH QFR 119 2% 15&(Senior Steering Group, SSG)<

BT 9low], ol 20234 69 FWSHALH Aeld orE w9 2YIFS

o

1p

ol

2310 & - nAld & AR 7] (Weapons of Mass Destruction, WMD)

58) [ANZUS Treaty]—[Article IV] Each Party recognizes that an armed attack in the
Pacific Area on any of the Parties would be dangerous to its own peace and safety
and declares that it would act to meet the common danger in accordance with its
constitutional processes,
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A A WolA L A B AAS F AR glom, 712 oxu
9.9 Mgk Qi AW AFSo] Atolu] B1he] WA, A% ojelg, W
QAR Q8] AEA ofn o]Re| T2
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J(?L -
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59) The White House, Joint Leaders Statement on AUKUS, March 13, 2023, https://
bidenwhitehouse, archives,gov/briefing—room/statements—releases/2023/03/13/joi
nt—leaders—statement—on—aukus—2/ (accessed: October 6, 2025).
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U.S. Cyber Integrated Deterrence Strategy and
International Cooperation:
Focusing on Alliances and International
Organizations

Yang Jeong Yoon (National Security Research Institute)

Lee Jong Jin (Seoul National University, Institute for Peace and Unification Studies)

International cooperation among states is essential to respond to attacks
occurring in cyberspace, which has become a critical domain of national
security. The United States pursues an integrated deterrence strategy to
counter the cyber capabilities and influence of China, Russia, Iran, North
Korea, and other malicious actors, with the goal of establishing a defensible,
resilient, and values-aligned cyberspace. U.S. cyber integrated deterrence
expands the traditional concept of deterrence in order to overcome the
limitations of conventional cybersecurity efforts that arise from the unique
characteristics of cyberspace. By integrating military capabilities, international
cooperation, and efforts to shape normative perceptions, the strategy seeks to
combine various non-military instruments within a unified framework. As
part of this strategy, the United States implements international cybersecurity
cooperation with allies and partner countries through both multilateral forums
and bilateral mechanisms.

Under the framework of integrated deterrence, U.S. international
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cybersecurity cooperation aims to deter adversaries by mobilizing the
capabilities of allies and partners so that potential attackers perceive the costs
of cyber operations as exceeding their expected benefits. This study focuses
on how the U.S. cyber integrated deterrence strategy connects and utilizes
various components of deterrence—capability, defense, and norms—to address
cyber threats. In particular, to examine the strengthening of deterrence
through international cooperation, this study analyzes multilateral institutions
and Dbilateral cooperation involving the United States that include
cybersecurity as a key agenda. Given that cooperation with the United States
constitutes a central pillar of South Korea's international cybersecurity
engagement, this research seeks to provide a structural understanding of U.S.

cybersecurity strategy and its approach to international cooperation.

Keywords: Cybersecurity, Integrated Deterrence Strategy, Deterrence Strategy,
North Atlantic Treaty Organization (NATO), Five Eyes(FVEY)
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