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Abstract

International Political Trends

in Cybersecurity and Korea’s Strategic Plan

Chae, Jae—Byung

(Institute for National Security Strategy)

The purpose of this study is to devise and present our
response strategies to such changes in cybersecurity by
analyzing the international political trend of cybersecurity
in the international community, and at the same time to
predict changes in cybersecurity due to the impact of the
COVID-19 pandemic and cybersecurity in the post-corona
era.

Recently, the international community is entering a
new normal era due to the COVID-19 pandemic, and the
competition for hegemony between the U.S. and China is
intensifying. Cybersecurity is also changing significantly

under the influence of this situation. Therefore, a

Abstract

review of these changes is required, and in particular,
cybersecurity changes that will occur when the post-
corona era arrives and a review for preparation for these
changes is also required.

To this end, first, to examine the international political
meaning of cybersecurity as a basis for discussion,
the international political perception of cyberspace,
the security implications of cyber sovereignty and the
relationship between cybersecurity, and the formation of
international norms related to cybersecurity are analyzed.
Next, in order to analyze the international political trend
of cybersecurity, the development of cybersecurity amid
the U.S.-China competition, changes in cyberattacks due
to the COVID-19 pandemic, and prospects of changes in
cybersecurity in the post-corona era are examined. Finally,
based on this analysis, Korea's future cybersecurity-related
strategic plans are derived and presented.

It is necessary to provide monitoring, detection,
blocking, and protection for the entire scope of
cyberattacks, including networks and clouds, through the

proposed strategies. In addition, it is necessary to respond
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Abstract

to cyber threats in the post-corona era by improving
the existing cyber attack response system to cover the
expanded attack range due to the impact of COVID-19,
and building a cyber security platform that can protect

new vulnerabilities.

Keywords

cybersecurity, cyberspace, cyber sovereignty,

COVID-19 pandemic, post—corona era
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