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4) Cedric Nabe, “Impact of COVID-19 on Cybersecurity,” https://www?2.deloitte.com/ch/en/pages/risk/articles/impact—
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9) Yulia De Bari, “2021 Cybersecurity Trends Report,” https://www.infosys.com/iki/insights/2021~cybersecurity—trends—
report.html (accessed: June 15, 2021).
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10) Eric Richardson and Jake MahleVorys, “Cyberattacks on the rise during the Covid=19 pandemic,” Jun 1, 2020, https://
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Abstract

Changes in Cyberattacks due to Covid-19 pandemic and Countermeasures

Jae-Byung, Chae
[I-Gi, Kim
(Institute for National Security Strategy)

The purpose of this study is to examine and analyze changes in cyberattacks due to the
Covid-19 pandemic and to find countermeasures against them. The shift to remote work
due to the Covid-19 pandemic has greatly changed the cyberattack pattern, and social
engineering attacks that exploit the Covid-19 pandemic situation have also increased rapidly.
Automated phishing attacks are becoming increasingly sophisticated due to the use of
artificial intelligence(Al) and machine learning(ML), attacks on supply chains are increasing,
and changes in cyberattacks due to geopolitical tensions are also being witnessed. With the
Covid-19 pandemic, the scope and target of cyberattacks have been expanded throughout
everyday activities, and methods of cyberattacks have also been greatly enhanced. The
spread of remote work due to the Covid-19 pandemic has posed many challenges for
institutions and businesses around the world. Zero-Trust Network Access(ZTNA) is a safer

way to control remote access to sensitive data and reduce the likelihood of attacks. These
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measures should provide surveillance, detection, prevention and protection across the entire
range of cyberattacks, including networks and clouds. In addition, it will be necessary to
improve the existing cyberattack response system and establish a cybersecurity platform that
can protect new vulnerabilities to cover the expanded scope of attacks under the influence of

Covid-19.

Keywords: covid-19 pandemic, cyberattack, remote work, social engineering, hyperautomation
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