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Abstract

Countering Industrial Espionage to Protect National Core
Technologies : From the Perpective of Research Security

Bora Park
(Institute for National Security Strategy)

National core technologies refer to technologies whose leakage overseas could significantly
harm national security and the development of the national economy. While Korea is
currently making efforts to protect its national core technologies, incidents of technology
leakage continue to occur. Among the 110 cases of domestic industrial technology leaked
overseas in the past five years, 33 involved national core technologies, with the estimated
damage amounting to approximately 23 trillion 270 billion Korean won. The ROK government
has established the “National Strategic Technology Promotion Plan,” which considers the
diplomatic and security aspects of science and technology. It is now working to develop a
global-level research cooperation implementation strategy and strengthen the research
security system to prevent the leakage of core research assets. However, existing strategies
have been largely reactive in nature, and even when addressing the entire research process,
they fail to reflect research risks stemming from changing personnel structures in Korean
society, such as foreign influence and research interference. Major overseas nations and
the international community have solidified discussions on traditional industrial espionage
to introduce the concept of research security. They are actively working to block attempts
by foreign malicious influence to impact research activities and protect the research
ecosystem, alongside physical and human security measures. The case of UK is a prime
example of introducing the concept of research security, expanding the discussion of
economic security and industrial espionage into national security.

This report examines key UK legislation such as the National Security Act and the National
Security and Investment Act, along with dedicated research security agencies and major

initiatives, and derives implications for Korea based on the analysis.
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